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AHHOTANMA

B kypce paccmarpuBaroTcst OCHOBHBIC MTOHSTHSL M METOJbI OpraHu3aluy 3amuTsl nHPopmanuu. [Ipexae Bcero
paccMarpuBalOTCAd  pazdensl  KpunTorpaduu, — TEXHHYECKMX  METOJOB  3aIIuThl  MH(OpMALUH,
HOpPMAaTUBHO-IIPABOBBIX MOAXOAOB K 3alluTe HH(QOPMALUHM, OpPraHU3alMd CHUCTEM 3alIWThl MH(OpPMAIHH.
PaccmarpuBarorces Teopust Lllennona, nmpunnumsl Kepkroddcea, moaens bemna-Jlanaaynsi.

Kypc comepxur B cebe o0CyxaeHHEe OOIMX MOAXOAOB K YHPABICHHIO PHCKAMH, CPEICTB MPOTUBOACHCTBUSA
B3JIOMY KOMITBIOTEPHBIX CUCTEM, CUCTEM 3alUTHI OT yTeUeK HHPOPMAIIH.

1. leau u 3apauu

eap AUCUMNIMHBI
- QopMmupoBaHUE TEIOCTHOTO MPEJCTABICHHUS O COBPEMEHHBIX OPTaHHW3AI[MOHHBIX, TEXHUYECKUX,
QITOPUTMUYECKMX W JAPYTMX METOJaX | CPEJICTBaX 3allUThl KOMIBIOTEPHOH WHQOpMAIIUY,
HCIIOJIE3YEMBIX B COBPEMEHHBIX KPUIITOCHCTEMAaX, 3HAKOMCTBO C 3aKOHOJIATEIIbCTBOM U CTaHJIAPTAMH B
9TOM 00JIaCTH.

3agauu AU CHUIIHHBI

- copMupoBaTh B3DIAJ Ha KpUNTOrpadUi0 W 3aluTy HHGOpMAIMM KaK Ha CUCTEMAaTHUYECKYIO
HayYHO-TIPAKTUYECKYIO JeITEIIbHOCTh, HOCSIIYIO PUKIIAHON XapaKkTep;

- U3Yy4YUTHb 0a3oBBIC TCOPCTUYUCCKUC TIOHATHUA, JICKAIIUC B OCHOBC IPOLCCCA 3alIUThI HH(bOpMaHPIPI,
CCPBUCHI 1 MCXaHU3MBI 6630HaCHOCTI/I;

- U3Y4YHTh aKTyaJbHbIE 3aKOHOATEIbHBIE HOPMBI B 00JIaCTH 3aIIUTHI MH(OPMALIHH.
2. llepedyens popmMupyemMbIX KOMIETeHUMH

OcBoeHue TUCIUILTMHBI HAITPABICHO Ha (DOPMUPOBAHHE CICAYIONIMX KOMITETEHITHINA:

Koz 1 HanMeHOBaHKE KOMIIETEHIIUU WHauKaTopbl JOCTUKEHMSI KOMIIETEHIIUN
OIIK-3 CnocobeH mpUMeHSTh MOTy4YeHHbBIE OIIK-3.1 Bmanmeer OCHOBHBIMH TOHATHUSMHU M 3aKOHAMH
3HaHUS, YMEHHS U HaBBIKU JJIS1 pELICHUS TEOpUH YIPABJICHUS
TUIOBBIX 3aJa4 YIPaBJICHUS B TEXHUUECKUX
cucTeMax
OITK-4 Crioco6eH NpuMEHSITh THIIOBBIC OIIK-4.1 CtpouT ¥ WHCHONB3yeT HA TMPAKTUKE THIIOBHIE
KPHUTEPHHU OIIEHKH 3P PEKTHBHOCTH KpUTEPUH OIICHKH 3¢ PEKTUBHOCTH MOJTYYCHHBIX
TIOJIyYCHHBIX PE3YJIBTATOB Pa3pabOTKU CUCTEM | PE3YJIBTATOB Pa3pabOTKK CHCTEM yNPABJIECHHUS
YIIPABIICHUS U UX BHEJPCHHUS B OIIK-4.2 Amnanu3upyeT U OIpelessieT ONTUMAalbHbIE
IPOM3BOJCTBEHHON M HEIIPOU3BOJCTBEHHON KpUTECpUHn OLICHKH sddexTuBHOCTH MOJIy4YCHHBIX
chepax pe3yabTaToB pa3paboTKK CHCTEM YIPABICHUS

3. IlepevyeHpb MIAHUPYEMBIX Pe3yJIbTATOB 00yUE€HUS MO JUCHUILIHHE (MOIYJII0)
B pesynbrare ocBOCHHS TUCIUTUIMHBI 00YYaIONTHUECs JOKHEI
3HaTh:
* TIPaBOBBIE OCHOBHI 3aIIUTHl KOMITBIOTEPHOU WH(OPMAIINY;
* MareMaTu4ecKre OCHOBBI KpUnTorpadum;
* OpraHu3alHOHHBIC, TEXHUYECKUE W MPOrPAMMHBIE METOJIbI 3aIUThI, THHOPMAITUU B COBPEMEHHBIX
KOMITBIOTEPHBIX CUCTEMAaX U CETSIX;
* CTaHAAPTHI, MOJIEIIH U METOBI IH(PPOBAHUS;
*  MeTOABl WICHTHU(UKAIMK TOJb30BaTeNlel, OCHOBBI MH(PACTPYKTYPhI CHCTEM, MOCTPOCHHBIX C
WCITOJIb30BaHMEM ITyOIMYHBIX M CEKPETHBIX KITFOUECH;
*  MeTOoABI Mepefayn KOH(UACHIIMATBHON WHPOPMALIMU 10 KaHAlaM CBSI3W, METO/BI YCTAHOBIICHUS
MOJTMHHOCTH TIEPeIaBaeMbIX COOOIICHNH U XpaHUMOW nH(popmanmu (I0KyMEeHTOB, 0a3 JaHHBIX).
YMETb:
. MPUMEHATh W3BECTHHIE METOJBI U CPEACTBA MOMACPKKH WH(POPMAIMOHHONW O€30IacHOCTH B
KOMITHIOTEPHBIX CUCTEMAX;
* MPOBOJUTH CPABHUTEIIbHBINA aHAIIN3;
*  BBIOMpaTh METONBI M CPEICTBA, OICHHBATH YPOBEHb 3aIUTHl WH(POPMAIMOHHBIX PECYpPCOB B
NPUKIIAIHBIX CUCTEMAX.
BJIAJICTh:



. HaBBIKAMH TIOCTPOCHUSI TPOTPAMMHBIX CHCTEM, HCIOJIB3YIOIIUX CEPBHCHI M MEXaHH3MBI
0e30MacHOCTH, MPOTOKOJIBI ay TEHTU(PHUKAIINN;

*  HaBBIKAMH IIOCTPOCHUS MPOTPAMMHBIX CHCTEM, COJCPIKAIIMX KPHUNTOTpaduvecKue aaropuTMbI
mu¢ppoBaHus meperaBaeMoil HMHGOPMAIMK, AJITOPUTMBI NPOCTAHOBKM M IPOBEPKH 3JIEKTPOHHOM
IUQPOBOI  TOMIKCH, AITOPUTMBI  XAII-QYHKUUH, aJrOpUTMbl TEHEpPAIllMHd  ICEBIOCTYYalHBIX
[OCJIEA0BATEIBHOCTEN YNCEIL.

4. Conep:xanne TMCUMIIMHBI (MOAYJIs1), CTPYKTYPHMPOBAaHHOE 1O TeMaM (pa3jejiaM) ¢ yKazaHueM
OTBEJeHHOI'0 HA HUX KOJIMYeCTBA aKaJeMHYeCKUX YacOB 1 BH/I0B YUeOHbIX 3aHATHH

4.1. Paznenbl nuctMIInHbl (MOIYJIS) M TPYAOEMKOCTH IO BUAAM yUEOHBIX 3aHATHH

TpynoeMKoCTh MO BUJaM YUeOHBIX 3aHATHI, BKIIIOYas
CaMOCTOATENIbHYIO padoTy, Jac.
Ne Tema (pa3znein) AMCUUTUIMHBL
Camocr.
Jlextiun | Cemunapsr | JlaGopat. paGoOTHI
pabora
1 OCHOBHBIE TOHATHS W  OIpPEICICHUS 3 1
3a1UTH HH(OpMaLH
) [IpaBoBbIe OCHOBBI 3aIUTHI 3 )
KOMITBIOTEPHON NHPOPMAITUU
3 Texuuueckue cpencTaa 3aIIUTHI 3 1
uHpopMaun
4 CuMMeETpUYHbIE M TOTOYHBIE METOJBI 3 )
muQpoBaHus
5 AcUMMeTpHYHBIC METOJIbI IHU(PPOBAHUS 3 1
6 I'enepanus CIy4YalHBIX  YHUCEJ, 3 )
pas3zieneHue ceKpera
Mertons ueHTH()UKAIT
MOJIBL30BaTEIICH, OCHOBBI
7 UHQPACTPYKTYPBl CHCTEM, IMOCTPOCHHBIX 6 3
C  WCHONb30BaHWEM  IMyONUYHBIX U
CEKPETHBIX KITI0YeH
] Mertonesl mepemadun KOH(PHUIAESHIHATBEHON 6 3
nH(pOpMALNH 110 KaHAJIaM CBSI3U
Nroro yacos 30 15
[loaroroska k sK3aMeHy 0 gac.
OO01mas TpynoEMKOCTh 45 yac., 1 3au.ex.
4.2. CopepxaHue TUCHUIUTHHBI (MOAYIISA), CTPYKTYPHUPOBAHHOE 110 TeMaM (pa3zesiam)

Cemecrtp: 7 (OceHHwmii)

1. OCHOBHBIE TIOHATHS ¥ OTPEACIICHHS 3alIUThl HH()OPMAIHH

Teopernueckue ocHOBBI, BBeaeHue B padotsl lllennona no 3amute napopmanuu. McnonszoBanue
MaTeMaTH4YecKoro ammapara Teopud HHGOpMalMd B KadecTBE TEOPETHUYECKOro Oa3uca 3alluThl
uHpopmauuu. [Tonsitue 06 abcomoTHO 3aIUIIEHHBIX cucTeMax. KpaTkuil nctopuueckuit 0030p.

2. HpaBOBBIe OCHOBBI 3allIMThI KOMHBIOTepHOf/'I I/IH(l)OpMaLII/II/I




Cucrema 3akoHOJATeNnbCTBAa B 0OnacTé 3ammthl nHpopMaimu — Koncrutynus PO, denepanbhbie
3axkoHbl, npukasbl [lpesunenra PO, nocranosnenus [Ipasurenscrsa PO, orpacnessie HITA. 3amura
MEePCOHANIBHBIX JaHHBIX, 3alUTa KOH(GHUICHINAIBHBIX CBEACHHH, 3amnTa OaHKOBCKOH TaitHbl. O630p
(denepalbHOTO M MEXIYHAPOIHOTO 3aKOHOAATENILCTRA.

3. TexHnveckue cpecTBa 3alUTH HH(OpMaLH

CpenctBa kpunrorpaduueckoi 3amutel HHGOpManun. HopmaruBHble TpeOoBaHMS K Pa3IUYHBIM
TEXHUYECKUM CpeAcTBaM 3aliuThl. OCHOBHBIE MOIXOIbl K IPOEKTUPOBAHUIO M KCIIOJIb30BAHMIO.
MeskceTeBble JKpaHbl, CUCTEMbl OOHApYXEHHs BTOPXKCHUH, aHTHBHPYCHI, cucteMbl AAA, SIEM,
SOAR.

4. CuMMeTpUYHBIE ¥ ITOTOYHBIE METOABI HIM(POBAHUS

bnokoBbie u moTokoBbIe TH(pPHL. [eHepaTopbl KpuUNTOrpadUYecKd CTOMKHX IICEBIOCTyYaiHBIX
[IOCJEI0BAaTEIbHOCTEM.

5. AcuMMeTpUYHbIE METOABI IU(POBAHUS

ObGecrieuenne  KOH(DUACHIMATBHOCTH W LEIOCTHOCTH HWH(OpMAMU C  HCIOJIb30BAaHHEM
kpuntocucreM RSA, El Gamal u kpunrocrcrem Ha OCHOBE DIUTMIITUYECKHX KPUBBIX. [ oMoMopdHOE
mm¢posanue. [Iporokonsl pactpocTpanenus kimoueil. Kpunrorpaduuecku croiikue xem-(yHKInM.
TocynapcrBennsiii crangapt « CTPUBOIN. CemetictBo xami-dynkmmii SHA.

6. I'enepanusi ciy4aifHBIX YHCEIN, pa3ielieHue CeKpeTa

Co3manue ciydallHBIX TIOCIIEIOBATEIBHOCTEH, ympaBieHue kitouamu, anroput™ Diffie-Hellman,
ynpasieHue kiatoder mpu nomou PKI, nporokon lamupa, nporokon brexinn.

7. Metonpl uaeHTUGUKAIMH TIO0JIB30BaTelei, OCHOBBI MH(PACTPYKTYPBI CHCTEM, HMOCTPOEHHBIX C
UCTIONIb30BaHUEM ITyOINYHBIX U CEKPETHBIX KITFOUEH

Mertoasl HIeHTU(HUKALUKN TI0JIB30BaTENIeH, OCHOBBI HH(PACTPYKTYphl CHUCTEM, IOCTPOCHHBIX C
HCIOJIb30BaHUEM ITyOINYHBIX U ceKpeTHBIX Kitouel. [Iporokon TLS, nportokon IPSec.

8. MCTO,I[BI nepeaaiun KOH(I)HI[CHLIHaHBHOfI I/IH(i)OpMaLII/II/I 110 KaHaJ1IaM CBsA3HU

Mertonsl mepenadd KOH(MUACHIMATBHON MHQOPMAIMK TI0 KaHajlaM CBS3M, METOJbl YCTAHOBIICHUS
MOJTMHHOCTH TIepelaBaeMbIX COOOIICHW W XpaHUMON WHGpOpPMAIUHU (IOKyMEHTOB, 0a3 aHHBIX).
Hcnonb3oBanue aMeKTPOHHBIX noanucei, xemeir, MAC.

5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJI5l OCYLIeCTBJIECHHS 00pa30BATEILHOIO
npouecca 1no JUCHUILInHE (MOIYJII0)

yueOHast ayTUTOpHs, OCHAIICHHAS KOMIIBIOTEPOM U MYJIBTUMEIUIHBIM 000pya0BaHHEM (IIPOEKTOD,
3BYKOBasi CHCTEMA).

6.IlepeyeHnb pekoMeHyeMOIi TUTEPATYPbI

OcHoBHas nuTeparypa
1. 3amura napopmanuu [Teker] : yued. mocodue s By3oB / D. M. I'abunynun, A. C. Kmeseuxwuii, A.
U. KonbibenbHukoB ; M-Bo o0pa3oBanus U Hayku PD, Mock. ¢pu3.-texH. uH-T (roc. yH-T .— M. :
M®TH, 2011 .— 262 c.

2. Inaiiep bproc « [IpuknagHas kpuntorpadpusi»
3. Tomxko C.B. Ouuumknonenus mo 3amure ot BupycoB.- M.: Conon-Ilpecc, 2004.-301c.

JomnonHurensHas aureparypa



1. 3ammra 00bEKTOB M HHPOPMALIMK OT TEXHUYECKUX CPpeACTB pa3Beaku [Tekct] : yued. mocobue mist
By30B / FO. K. Menbmakos ; Poc. roc. rymanut. yH-T1 .— M. : U3n-Bo Poc. roc. rymanur. yH-Ta, 2002
—399c.

1. Konees U.P.,bensieB A.B. Undopmanronnas 6e30macHoCTh
npenmpusatus.-Cl16.:BXB-IletepOypr,2003.-733¢.-(

2. Heuae B.. Onementsl kpuntorpaduu. OCHOBBI TEOPUH 3aIIUTHI HHPOpManuu.-M.:Beiciast
mkona,1999.-108.-

3. lManacenko C.I1.,barypa B.Il. OcHoBbI kpuritorpaduu st S)KOHOMUCTOB: Y 4e0.1ocobue st
By3oB/Ilon pen.JI.I.['arapunoii.-M.:®unance! u cratuctuka,2005.-173

4. CxuisipoB J1.B. Uckyccero 3amuTh! u B3noma naopmarun. CI16.:bXB-IletepOypr,2004.-276¢

5. CoxonoB A.B.,Crenantok O.M. Hlnnonckue mryukn:Meroasl WHGOPMALMOHHOHN 3aILUTHI
00beKkTOB 1 KoMIbIOTepHBIX ceTeil.- CII6.;M.:ITomuron: ACT,2000.-269¢

6. TexHomoruu B mpecTymHOM MHpe: KOMIIbIOTEpHBIE TEJIEKOMMYHHUKAIIMOHHBIE
texHonorun/ABr.-coct.B.H.Coxonos.-Munck: Jlureparypa,1998.-511c.

7. llepedyenn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHMKAIIMOHHOI ceTH ""UHTepHeT" , HEOOXOTUMBIX
JJIS OCBOCHUS] JUCHMILIUHBI (MOLYJIs1)

1. ®enepanbhsiii nopran «Poccuiickoe oOpasoBanue»: http://www.edu.ru

2. bubnmoteka mo ecTecTBeHHBIM HaykaMm Poccutickoii akamemun Hayk: http://benran.ru
3. HNudopmarnmonnsiii moptai: https://www.securitylab.ru/about.php

4. OenepanbHas CIryk0a 1Mo TeXHUYECKOMY | dKCIopTHOMY KoHTpoito (DCTIOK Poccun):
https://fstec.ru

8. IlepeyeHb HHPOPMALMOHHBIX TEXHOJIOTHIi, HCIIOJIb3yeMbIX NPH OCYLeCTBJICHUU 00Pa30BaTeJIbHOI0
npouecca 1o JHCHUIIMHE (MOIYJII0), BKJIIOYAs NepedeHb He00X0ANMOro NpOrpaMMHOro odecnedyeHnst
1 MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTeM (IPH HEOOXOAUMOCTH)

B o06pazoBatenbHOM Ipoliecce MOTYT UCIIONb30BAThCS IIPH HEOOXOAMMOCTH AUCTAHIIMOHHbIC 3aHATHS U
BEOMHAPHI C UCTIOJIb30BAHUEM KOMMYHHKAIIHOHHOTO TIPOTPaMMHOTO o0ecriedeHus: Zoom, cepBrca
Bujeotenedonnoit csazu Google Meet, BeO-ceperca Google Knacc.

9. MeToauveckue YKazaHnus QJist oﬁyqaloumxm 0o 0OCBOCHMIO JTHUCHUIIINHBI (MO)_Iy.Tlﬂ)

[Tpuctynas kK W3y4eHHIO AUCLUILIMHBI, HEOOXOANMO B MEPBYIO O4Yepeab O3HAKOMUTHLCS COACp KaHHEM
JUCUUIUIAHBL. JIGKIMU MMEIOT LENbI0 JaTh CHUCTEMAaTH3MPOBAHHBIC OCHOBHI HAYYHBIX 3HAHHH 00
OCHOBAX 3alUThl HHYOPMALIH, O METOAAX, TEXHOJIOTUAX U TEXHHUECKUX CPEACTBAX, IPUMEHIEMbIX B
IpoLEecce 3alUTHI.

[Tpn u3ydeHnn 1 MpopaboTKe TEOPETUIESCKOTO MaTepHaa JJisl CTYJCHTOB HEOOXOAUMO:

- TIOBTOPHUTH 3aKOHCIIEKTUPOBAHHBIN HA JICKIIMOHHOM 3aHSTHU Marepuall U JIONOJHUTH €r0 C Y4eTOM
PEKOMEHIOBAaHHOM 10 JAHHOM TEME JIUTEPATYPHIL;

- TpH CaMOCTOATEJBHOM H3YYEHHH TEOPETUYECKOW TEeMBbl CHAENaThb KOHCIEKT, HCIIOb3Ys
PEKOMEH/IOBaHHBIE JTUTEPATYyPHBIC NCTOUHHKH.

Pabora ¢ yueOHOI 1 HaydyHOW JUTEpaTypol SBIsETCS aBHOW (OpMOM caMOCTOsSTENLHOW paboThl U
HEeoOXoMMa IPH TOArOTOBKE K YCTHOMY ONPOCY Ha JICKIIMOHHBIX 3aHATHAX, K 3a4eTy. OHa BKIIOYaeT
popaboTKy JICKIIMOHHOTO Marepuana — M3y4eHHE PEeKOMEH/IOBAaHHBIX HCTOYHHMKOB M JIUTEPATypHI 110
TeMaTHhKe JeKIuid. KOHCIIeKT JIeKInu JOIKeH colepkarh pedepaTUBHYIO 3aliCh OCHOBHBIX BOIPOCOB
JIeKIMH, MPEAIOKEHHBIX MpernogaBareseM cxeMm (MpH UX AEMOHCTPAIMH), OCHOBHBIX MCTOYHHKOB U
JUTEpaTypbl MO TEMaM, BBIBOABI 1O KaXJIOMy Borpocy. KOHCIEKT IOKeH OBITh BBIIIONHEH B
OTZEeNBHOU TeTpaau 1o npeaMeTy. OH JoJKeH OBbITh aKKypaTHBIM, XOPOIIO YHTAEMbIM, HE COIEPKaTh
HE OTHOCSINyIOCA K TeMe HWH(popMmanuioo win puCyHKH. KOHCIIEKTHI HAay4dHOH JIMTEparypbl NpU
CaMOCTOSATEJILHON MOATOTOBKE K 3aHATHUSAM JOJDKHBI OBITH BBIIIOJIHEHBI TAK)KE aKKypaTHO, COAEpIKaTh
OTBETHl Ha KaXKIbI IMMOCTABJICHHBI B TEME BONPOC, MMETh CCBUIKY Ha HMCTOYHHK WH(OpMAIHU C
00s13aTeNbHBIM yYKa3aHWEM aBTOpA, HA3BaHWSA M TOfla M3JaHMs HCIOIb3YeMOH HaydHOW JIMTEpaTyphl.
KoHcriekT MOKeT OBITH OMOPHBIM (COIEPKATh JIMIIbL OCHOBHBIC KIIIOUEBBIC IMO3UIMH), HO TPH ITOM
MO3BOJIIIOIIMM J1aTh MOJHBIH OTBET IO BOIPOCY, MOXET ObITh NOAPOOHBIM. OObEeM KOHCIIEKTa
OIIPEACISIETCS] CAMUM CTYICHTOM.



PyKOBOJICTBO M KOHTPOJIb 32 CAMOCTOSITENILHOM pabOTOll CTy[eHTa OCYIIECTBIISCTCS Ha MPAKTHYECKUX
3aHATHAX U B (popMe MHIUBUTyaTbHBIX KOHCYJIBTAIHH.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

0 HANIPaBJICHUIO: CuCTeMHEI aHAIIN3 U yHpaBJICHUC
IIpO(l)I(lJIb MnoATrOTOBKMU: CucTeMHEI aHAIIN3 U YHOpaBJICHUC B TCXHUYCCKUX, SdKOHOMHUYCCKUX U COITUAJIIBHBIX
CUCTCMax

®usrex-mrkoiaa A3poKocMUYecKux TeXHONOr it
kadeapa JIOTHCTHUECKUX CHCTEM U TeXHOJIOTUi

Kypc: 4
KBaJIMpUKALUS: GakanaBp

Cemectp, GopMBI IPOMEKYTOUHOH arTecTaunu: 7 (oceHHuil) - JuddepenuupoBannslii 3a4et

Pa3zpatGoTunk: A M. KonpIGeIbHUKOB, aCCUCTEHT



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

OIIK-3 CriocobeH mpUMeHSITh MOMTy4YeHHbBIE
3HaHUS, YMEHHS Y HABBIKU JJIS1 pEIICHUS
THUIOBBIX 33J1a4 yIIPABJICHUS B TEXHUUECKUX
cucreMax

OIIK-3.1 Bnameer OCHOBHBIMH IMOHITHSIMH W 3aKOHAMU
TEOPUHU yIPaBICHUSI

OIIK-4 CriocobeH npuMeHSTh TUTIOBBIE
KpUTEPUH OIICHKH () (HEKTUBHOCTH
MOJTyYEHHBIX PE3YJBTaTOB Pa3pabOTKU CHCTEM
yIpaBJICHUS U UX BHEIPEHHS B
MPOU3BOJCTBEHHOHN U HEMPOU3BOACTBEHHON

cdepax

OIIK-4.1 CtpouT uM HCIONB3yeT HA NPAKTUKE THUIIOBBIC

KpUTECPUH OIIEHKH 3¢ PEKTUBHOCTH MOJTYYCHHBIX
pe3yabTaToB pa3pabOTKK CHCTEM YIIPABICHUS

OIIK-4.2 Amnamu3upyer W OIpenensieT ONTHMAalbHbIE
KpUTEPUHU OLICHKH 3p(PEKTUBHOCTH  IOJYYCHHBIX

pe3yabTaToB pa3paboTKK CHCTEM yIPaBICHUS

2. Iloka3arem OLleHUBAHUS KOMIIeTeHITHHA

B pesymsrare wu3ydeHHs JHCHUILIHHEI
00yJaromuiics JOKeH:

3HATb:

«MudopmanmonHass 0e30MacCHOCTh W 3amuTa WHGOPMALUN)

* IIPaBOBBIC OCHOBBI 3AIIUTHI KOMIIBIOTEPHON HH(OpMaLny;
* MareMaTH4ecKHe OCHOBbI Kpuntorpadpum;
* OpraHM3allOHHbIC, TEXHUYECKUE U MPOTrPaMMHbIE METOAbI 3aIUTHI, HHPOPMALINU B COBPEMEHHBIX

KOMIIBKOTCPHBIX CUCTCMAX U CCTIX,

* CTaHJApTHl, MOJICIH U METOJIbI IIM(POBAHUS;

. METOJbI HJICHTU(UKAIIUY TI0JI30BaTENCH, OCHOBBI MH(PPACTPYKTYpPHl CHUCTEM, IOCTPOCHHBIX C
WCIOJIh30BaHUEM ITyOIMIHBIX U CEKPETHBIX KITFOUCH;

*  METOHHI Tiepenayn KOH(PUICHIIMAIbHOW WH(GOPMAIIUU 10 KaHAJIaM CBS3H, METOJbI yCTAHOBJICHHUS
MOJUIMHHOCTH TIepeIaBaeMbIX COOOIIEHUH U XpaHUMO# nH(popMaruu (JIOKYMEHTOB, 0a3 JaHHBIX).

yMeThb:

. MPUMEHSTh W3BECTHBIE METOIBI M CPEACTBA TOMJEPKKH HHOOpMAIMOHHONW O€30MacHOCTH B

KOMITBIOTEPHBIX CUCTEMAX;
* IIPOBOAUTH CPAaBHUTEJIbHbBIN aHAJIN3;

° BLI6I/IpaTI: MCTOAbI U CpPCACTBA, OLCHUBATHL YPOBCHL 3alIUThI I/IH(i)OpMaI_[I/IOHHBIX peCypCoB B

MPUKIIAAHBIX CUCTEMAX.
BJA€Th:

° HaBbIKaMU TIOCTPOCHUA MPOTpPpaMMHBIX CHUCTCM, HUCIIOJB3YIOIINUX CCPBUCHI

n MCXaHHU3MbI

0e30MacHOCTH, MPOTOKOJIBI ay TEHTU(QHUKAIINN;
*  HaBBIKAMH IIOCTPOCHUS MPOTPAMMHBIX CHCTEM, COJCPIKAIIMX KpHUNTOTpaduyecKue aaropuTMbl
muQpoBaHus TepeaaBaeMoil MH(POPMALUK, AJITOPUTMBI NPOCTAHOBKH M IIPOBEPKH DIEKTPOHHON

nu(pPOBOM  TOAIUCH, AJNTOPUTMEI
nociaea0BaTeIbHOCTEN YHCET.

X3UI-(pyHKIHIA,

AJITOPUTMBL  T'CHCpALlUN HCGBL[OCJ'Iy‘lafIHBIX

3. IlepeyeHb THNOBBIX (IIPMMeEPHBIX) BONPOCOB, 32/1aHUI, TeM /ISl HOATOTOBKH K TeKylleMy KOHTPOJII0

Texkymuii KOHTPOJb TPOBOAUTCS B IMEPHOJl AyAUTOPHOW M CAMOCTOSTEIBHON pabOThI CTYIEHTOB B

YCTAHOBJICHHBIC CPOKH 110 PACIIUCAHULO.

OrneHka OTBETOB Ha BOIIPOCHI B MPOLECCE KPATKOTO (A0 5 MUH) BRIOOPOYHOTO YCTHOTO ONpoca Mepes
HaYaJIoM Ka)I0TO MPAKTUYECKOTO 3aHATHS [0 MaTepragaM MpeAblIyIIero 3aHATHs;

IIpumMeps! yCTHBIX BOIIPOCOB:

1) Creranorpadmus

2) KonuaeHnmaibHOCTh
3) AHOHUMHOCTh

4) Xem-pyHKIus

5) llenocTtHOCTH



6) Ludposas moanuck

7) Hoanuces Hrobepra-Pysnmens

8) Kpunroananus

9) Araka Ha OCHOBE IIU(POTEKCTA

10) Ataka Ha OCHOBE OTKPBITHIX TEKCTOB

11) Araka Ha OCHOBE TIOZIOOPAHHOTO OTKPHITOTO TEKCTA
12) Araka Ha OCHOBE aJJalTUBHO MOJ00PAHHOTO OTKPBITOTO TEKCTa
13) Araka Ha OCHOBE MOJJOOPaHHOTO MHU(POTEKCTA
14) Araka Ha OCHOBE MMOJJOOPAHHOTO KJTH04Ua

15) Ataka Ha OCHOBE CBSI3aHHBIX KJTIOUCH

16) banauTckuii KpUNTOAHAIHU3

17) Conmanbhas uHxeHepust (0e30MacHOCTh)

18) side-channel kpunroananms

19) IuddepenHnmanbHbIi KpUTITOAHAIN3

20) JIuHeWHbI KpUNTOAHAIIN3

21) ITepebop 1o ciioBapto

22) Ionusrii nepedop

23) PamyxHas Tabnuia

24) Yenosek mocepearne (araka)

25) llIndposanne

26) ITotounslii mmdp

27) I'eneparop nceBaoCIyIaiHbIX YUCENT

28) Peructp cnsura ¢ IMHEHHON 0OpaTHOH CBS3BIO
29) JIuHeWHbII KOHTPYIHTHBIN METOT

30) Meton ®uboHay4M ¢ 3ama3abIBaHUIMHU

31) Peructp casura c TUHEHHOM 00paTHOMN CBS3bIO
32) Peructp casura ¢ 00001mEHHON 00paTHOM CBS3bIO
33) I'eneparop Maxknapena — Mapcaibu

34) Kpunrorpaduuecku CTORKUH reHeparop TCeBIOCTydaiiHbIX Yrcen
35) CuMMeTpHUUHbIE KPUIITOCUCTEMBI

36) brounsrit mudp

37) Cetp DeiicTens

38) JlaBuHHBIH dddeKT

39) Pexxum mmdposanus

40) AEAD Pexum

41) AcummeTprUYHBIE KPUTITOCHCTEMBI

42) TomomopdHOE mudpoBanue

43) Kpunrorpaduieckast CTOWKOCTb

44) AbcomoTHas KpunTorpapuueckas CTOMKOCTh
45) JlatuHCKUN KBagpar

46) llIndp Bepnama

47) ITocTkBanTOBast Kpuntorpadus

48) Anroputm EBkinna

49) Cootnomenue besy

50) Pactmpennsiii anroputm EBkiuaa

OOyuvaromuiicss JOJDKEH IPOSIBUTH  BCECTOPOHHEE, CHCTeMaTHdeckoe M DIyOOKoe 3HaHue
y4eOHO-IIPOrpaMMHOT0 Marepuaia, yMEHHWE CBOOOAHO BBINONHATH 3aJaHus, NPEAyCMOTPEHHBIC
IPOrpaMMOl, YCBOMTh OCHOBHYIO JIMTEpATypy M OBITh 3HAKOMBIM C JOIOJHHUTEIBHON JINTEPaTypoil,
PEKOMEHJIOBAHHOW MPOTpaMMOM  IUCHMIUIMHBI, YCBOUTH B3aUMOCBSA3b OCHOBHBIX  IOHSTHM
JUCLUIUIMHBL, pellaTh IPeAJokKEeHHbIE [IperoJaBaTeieM 3aJadH.

Kputepun onieHuBaHus 10 yCTHOMY OIpOCY:



9-10 GamnoB : BeicTaBnsiercs, ecnu 0OOydYalOUIMICS PacKpbUl COAEpKaHWE Marepualia B oObeMe,
NPEyCMOTPEHHOM MPOTPaMMOM, H3JIOKWI MaTephajl TPaMOTHBIM SI3BIKOM B OIPEICIICHHOM
JIOTUYECKON MOCIIEI0BATEIBHOCTH, TOYHO HCIIONb3YsI TEPMHUHOJIOTHIO JaHHOTO MpeIMeTa Kak yueOHO
JTMCIUILTHHBL, OTBEYAJ CaMOCTOSTEIFHO 0e3 HABOASAIIMX BOIIPOCOB MPETIOAABATEINS; YCICITHO OTBETHI
Ha TECTOBBIC 3aJ[aHUsI, IIPABUIILHO U 0OOCHOBAHHO PEIINJI CUTYallMOHHBIC 3a1a4H, IPOAEMOHCTPUPOBAI
YMEHHE 3aIOJHATh MEAUIMHCKYIO JOKYMEHTAIHIO (OTYETHBIE U yU€THBIC (popMbl). BO3MOXHEI 01HA —
JIBE€ HETOYHOCTH TIIPU OCBEIICHWH BTOPOCTEIICHHBIX BONPOCOB MM B BBHIKIAJKaX, KOTOpPbIC
00y4aroImuiics JIerko UCTIPaBHJI 110 3aMEYAHHUIO TPETIOIaBaTEelIs.

7-8 OamoB: BricTaBnsercs, eciM OTBET 00yYaromerocs: YIOBIETBOPSIET B OCHOBHOM TPEOOBAHUSAM Ha
OTMETKY «OTJIMYHO», HO HPU OTOM HMEET MECTO OJHMH M3 HEIOCTaTKOB: JIOMYIIEHBI OIHA - JIBE
HETOYHOCTH TIPH OCBEIIEHHH OCHOBHOTO COJICP)KaHMSI OTBETAa, WCIpPABICHHBIE II0 3aMEYaHHIO
nperno/aBarelisi; JOIMyIeHbI OMUOKa WK OoJiee IByX HETOYHOCTEH NP OCBEIICHUH BTOPOCTEHECHHBIX
BOIIPOCOB WJIM B BBIKJIAJIKAX, JIGTKO UCTIPABJICHHBIC 110 3aMEYaHHIO MPENOIaBaTelIs.

4-6 OamutoB: BpICTaBiseTCS B CIIAYIOIIMX CIy4asX: HEMOJHO WJIM HEMOCJIEIOBATeIbHO PAaCKPHITO
COICp)KAaHWE MarepHhajia, HMMEIOTCS OMIMOKM IIpH OTBETaxX Ha TECThl, HETOYHOCTH B PEIICHUH
CUTYaIlMOHHBIX 33/1a4, HO TOKa3aHO O0Ilee IMOHMMaHWE BONPOCA M MPOJSMOHCTPUPOBAHBI YMEHHUS,
JOCTAaTOYHBbIE [UISl JajbHEHIIEro YCBOGHMS Marepuaia, OINpPEAEICHHOro ydeOHOH mporpaMmoit
JMCIUTITHHBL

1-3 Oamnma  : BeicraBusercss B ciydasx, €CIM HE PacKpbITO OCHOBHOE COJCp)KaHHWE Y4eOHOTro
Marepuana; OOHapy)KeHO HE3HAaHWE WM HEMNOJHOE IMOHMMAaHWe OOydarouuMcs OONbIIeH WiH
HanOoJiee Ba)KHOW YacTh ydyeOHOro Marepualia; JOMyIIeHbl rpyOble ONTHOKM MPU OTBETaX Ha BOIPOCHI
coOeceJOBaHus, HENPAaBWIBHO PELICHBI CHTYAllMOHHBIC 3a]a4d, JOMYLICHBl OMIMOKH B OTBETaX Ha
TECTBI, HE TPOAEMOHCTPUPOBAHO YMEHHE 3alOJHEHHS MEIWIIMHCKON JTOKYMEHTAIUW; JIOITYIIEHBI
OMIMOKM B ONpPENEJICHUM IOHATHH NPU HCIIOIb30BAHMU CHELWAIBHOW TEPMUHOJIOTHMU B PHCYHKaXx,
cXeMaX, BBIKJAIKaX, KOTOpbIE HE WCIPABICHBI II0CIE HECKOJbKMX HABOISIIIMX BOIPOCOB
nperno/aBares.

4. [lepeyens THNOBBIX (MPUMEPHBIX) BOIPOCOB U TeM [IJIsl IPOBeAeHUsI IPOMEKYTOUHOI aTTecTalluu
oOyuaroumuxcst

1) 3ammra nepcoHaIbHBIX AAHHBIX B PD

2) Iopsnox nmnopra CK3U B PO

3) Omenka 3anuineHHoCcTyH web-caiiTa.

4) Vazeumoctu cuctem JIBO.

5) T'eneparopsl ciry4aiHBIX YMCEN U UX IPUMEHEHHE.

6) CummerpuuHbie MHU(PBI — 00IaCTh MPUMEHEHUS, TOIXObl K IPOEKTUPOBAHUIO.

7) DOnexTpoHHas MOANKCH — TPeOOBaHUS O 00ECICYCHHUIO IOPUANYECKON 3HAYMMOCTH.
8) IIpoekTupoBaHHE CUCTEMBI 3aIUTH HH(OPMAIIK — OCHOBHOM MOIXO/.

9) q)OpMI/IPOBaHI/IC TCXHUYCCKOIO 3aJaHHMA Ha CO3JaHHMC CHCTCMblI 3alllMThbI I/IH(bOPMaI_II/II/I
IEPCOHAJIBHBIX TaHHBIX.

10) dopmupoBaHHWE TEXHHYECKOTO 3aJaHWS Ha CO3/aHUE CHUCTEMBl 3amuThl HHQOpMAIH
KOH(MCHINATBHBIX CBEICHUM.

11) ®opMupoBaHrEe TEXHUYESCKOTO 3aJ][aHUSI Ha CO3J]aHUE CHCTEMBI 3alllUThl HHpOpManuu O0aHKOBCKOM
TalHBI.

12) OcHoBbI 6e30macHO pa3padOTKU CPEACTB 3alUThl HH(OPMAIIHH.

13) ®opmupoBaHrEe TEXHHUUYECKOTO 33aHUsI HA CO37aHME CHCTEMBI 3allUThl HH()OpMAIMH TIaTEXKHOM
CHUCTEMBI.

14) Iouck ys3BUMOCTEN M UX BEepUPHUKALIHSL.

15) Metonmuka pabOThI C YI3BUMOCTSIMH.

16) Monens yrpos.

17) Mozaenb Hapymures.

18) HopmaruBHOe obecrieueHre MpoeKTa Mo 3aimTe HHPOpMaIIH.

19) O6s13anHOCTH OaHKa 10 3amuTe HHPOPMALUU KIUEHTA.

20) ITopsaaok paccMOTpeHUs] KOHPIUKTHON CUTYalluH C JIEKTPOHHOHN MOAIMUCHIO.

21) MeTonvku reHepaluy U yIpaBJICHUs TapOIISIMH.

22) Kpunrorpaguieckue mpoTOKOIbI — METOJUKA IPUMEHEHUSI.

23) Ilopsaaok paccMOTpEHUs] HHIMACHTA 110 YTEUKE IIePCOHAIBHBIX JAHHBIX B OpraHax IpaBOMOpPsIKa.



24) TTopsaok paccCMOTpPEHUS HHIIUACHTA 110 yTeuke OaHKOBCKOM TalHBI B OpraHax MpaBOMOPS/IKa.

25) Ilopsnok paccMOTpPEHUS HHIMICHTA IO yTeuke KOH(HMICHLUMAIBHBIX CBEICHUI B OpraHax
MPaBONOPSIIKA.

26) Ilopsanok neicTBuid MpU KOMIPOMETALIUH KIIFOUEH.

27) JlokymeHTO000pOT — o0ecrieueHne 0e30MacHOCTH U IOPUINYECKON 3HAYMMOCTH.

28) Metonp! mudpoBaHus.

[Tpumeps! OuseroB Ha AuddepeHurpoBaHHOM 3a4ETE:

buner 1.

1) Tllopsimox paccMOTpeHHsl WHIMIEHTa O YyTeuke KOH(PpHOCHIMAJIbHBIX CBEICHHH B OpraHax
MPaBOIIOPSIIKA.

2) Mogenb HapyIIUTES.

buner 2.
1. OcHoBBI Oe30MacHOM pa3paboTKy CPEACTB 3AIUTHI HHPOPMAITUH.
2. Mogenb yrpo3.

Kpurepun onennBanus

OLICHKA «OTJINYHO (10)» BBICTaBJISIETCS CTYZICHTY, MTOKa3aBIIEMY BCECTOPOHHHUE,
CHCTeMaTH3UPOBaHHbIE, ITyOOKHE 3HaHMS Y4eOHOM IporpaMMbl JUCLUIUIMHBI IpU OTBETe Ouiera u
OTBETE Ha BOMPOCHI 10 MPOTrpaMMe THCLHUIIINHBL

OLICHKa «OTINYHO (9)» BBICTABISIETCS CTYJACHTY, IOKa3aBIIEMy CHCTEMAaTH3UpPOBAaHHbBIE, IIIyOOKHE
3HaHUsl y4yeOHOU MporpaMMbl AUCLUIUIMHBL IPH OTBETE OWJIETa U OTBETE HA BOMPOCHI MO MpOrpamme
JUCLUIUIMHBL,

OLIEHKa «OTIMYHO (8)» BBICTABISICTCA CTYIEHTY, IOKa3aBIIEMY CHCTEMAaTH3MPOBAHHBIC, 3HAHUS
y4eOHOW MporpaMmbl AMCHMIUIMHBL MPHU OTBET€ OWJeTa M OTBET€ Ha BOIPOCHI IO INpOrpamMme
JVCLUUTUIHHBL,

OLIEHKA «XOpoIIo (7)» BBICTABIISETCS CTY/IEHTY, €CIIM OH TBEPAO 3HAET MaTepuaji Ouiera, IpaMOTHO H,
[0 CYIIECTBY, M3J1araeT €ro, ymMeeT NPUMEHATh MOITYUYEHHBIC 3HAHHA HA IPAKTHKE, HO JOMYCKAeT B
OTBETE HEKOTOPbIE HETOUHOCTHY;

OIleHKa «xopomio (6)» BBICTABIAETCS CTYICHTY, €CJIM OH 3HaeT MaTrepuaj OwiieTa, MO CYIISCTRBY,
W3NIaraeT ero, ymMeeT NMPUMEHSTHh MOJMYYCHHbIC 3HAHWS Ha MPAKTHUKE, HO JIOMYCKAeT B OTBETE MHOTO
HETOYHOCTEH;

OLIEHKa «XopowIo (5)» BBICTABISIETCS CTYACHTY, €CIIM OH 3HACT Marepuaj OuieTa, u3jaraeT ero, ymeer
MPUMEHSATH NTOJyYEeHHbIC 3HaHUS Ha IPAKTUKE, HE JOIYCKAaeT B OTBETE IPYObIX OMINOOK;

OLICHKA «YyIOBJIETBOPUTEIBHHO (4)» BBICTABIAETCS CTYACHTY €CIM BO BpeMs OTBETa Omiera OH IMOKa3all
(parMeHTapHbIi, XapakTep 3HaHUI, HEAOCTATOYHO MPAaBUIIbHBIE (POPMYTUPOBKU OA30BBIX MOHATUH, HO
IpU O3TOM OH BIAJEET OCHOBHBIMM pa3feiaMd y4eOHOW MporpamMMbl, HEOOXOAMMBIMH IS
JaybHeiero ooyueHus;

OIICHKA «YIIOBJIETBOPUTEIHHO (3)» BBICTABISECTCS CTYIEHTY, €CIIM BO BPeMsl OTBETa OWJIETa OH IOKa3all
pa3po3HEHHBIH XapakTep 3HAHWHA, HEJO0CTAaTOYHO MpPaBUJIbHBIE (DOPMYITHPOBKH 0a30BBIX MOHSTHIA,
HapylICHUE JIOTHYECKOU MOCAEAOBATEIbHOCTH B U3JI0KEHUU MIPOrPaMMHOI0 MaTepuaia, HO IPpU 3TOM
OH BIQJieeT OCHOBHBIMH pazieiiaMu Y4eOHOW mporpaMMbl, HEOOXOAMMBIMH ISl JallbHEHIIEro
0o0y4YeHUsI ¥ MOXKET MIPUMEHSTH MOTYYSHHBIE 3HAHUS 10 00pa3Ily B CTAaHAAPTHOU CUTYaIlNU;



OLICHKA «HEY/IOBJIETBOPHUTENBHO (2-1)» BBICTaBISAETCA CTYACHTY, €CIM BO BpeMs OTBeTa OmiieTa, OH
MoKa3aJ, YTO HE 3HaeT OOJbLIEH YacTH OCHOBHOIO COIEpKaHMs Y4eOHOW MpOorpaMmbl TUCLMILIMHBI,
JOIycKaeT rpyOble ommMOKd B (HOPMYIMPOBKAX OCHOBHBIX IOHSATHH IUCUUIUIMHBI M HE YyMEeT
HCIOJIB30BaTh MOyYEHHBIC 3HAHUS MIPU PELICHUH THIIOBBIX MPAKTHUECKUX 3a/1a4.

5. MeTonuueckune MaTepuasbl, Onpeaeasonie NPpoueaypsbl OeHUBAHUA 3HAHUI, YMEeHH i, HABBIKOB H
(W1M) oNbITA AESITEILHOCTH

Texymuil KOHTPOJIb OCYLIECTBIISIETCS B BUJIE OTBETOB Ha BOIIPOCHI 110 TEMaM 3aHSITUI.

[IpomexxyTOuHBIH KOHTPOJIb MPOBOTUTCS B Qopme TUPEpeHIIMPOBAHHOTO 3a4éTa — OTBETHl Ha
BOIIPOCHI TI0 OMJIeTaM Ha TEMbI TUCIUTUTAHEI.

OneHka 3a TeKYIUH KOHTPOJIb YUYUTHIBAET OUEHKY OTEeKYIHA.

WToroBasi OLEHKa YYMTHIBACT OLEHKY 3a TEKYHIIMH KOHTpoidb OTEKymMid W OLEHKY 3a padoTy
HernocpencTBeHHO Ha 3aduere Onudd.3aueT U paccUnuThIBAETCS 10 QopMyIe:

OwuroroBas=0.8* Omudd.3auer +0.5*Orexymuit. OkpymisieTcs 10 OIvKaRIIero mejaoro.



