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AHHOTANMA

OTOT Kype MpelycMaTpuBaeT O3HAKOMJICHHE C

CCTAMH B ICJIOM, a4 TaKXKeE HOI[pO6HO€ HU3YyUCHUC 0a30BEIX

MPHUHIIMTIIOB OpraHu3anuu cerer, kommytaruu JIBC, 6ecripoBognbix JIBC, mapmipyruzanuu, obecredeHust
0e30MacHOCTH B KUOEpIIpOCTpaHCTBE, paboThl IT00ATbHBI ceTel, BUPTYyallbHBIX YaCTHBIX ceTeld. Kypc npusBan
MIOMOYb MOHSATh OCHOBHBIC NPHUHIMIBI U BBIPA0OTaTh COOTBETCTBYIOIIME HAaBBIKM B 00JIaCTH OOecreueHHs
0e30MacHOCTH, B TOM 4YHCIE YCTpaHEHHs yrpo3 ¢ Mmomombio wuHcTpyMmeHToB 3ammthl JIBC. Kypce
IIpeJHa3Ha4YeH [UIsl IOJrOTOBKU CIELMAINCTOB II0 COBPEMEHHBIM CETAM Iepeaul faHHbIX. Ha mpaxkruyeckux
1a00paTOPHBIX 3aHATUSAX CTYHACHTHI Y4arcsi BHEAPSTH CETEBbIC TEXHOJOTHMHM M pelIaTh PaclpoCTpaHEHHBIE

MPOOIEMBI.
1. lean u 3apa4n

]_le.]'ll) AUCHUIIINHBI

HavanpHast moroToBKa CreluaIricTOB 10 COBPEMCHHBIM CCTAM IICPEAaIn NaHHBIX.

3agauu AU CHUIIHHBI

- 3ydenue 0a30BBIX MMOHSTUHN, TEXHOIIOTUH U CTAH/IAPTOB COBPEMEHHBIX CETEH Mepeiadn JaHHbIX;

- [10JIyY€HHE [IPAKTUYECKUX HaBBIKOB 10 IPOEKTUPOBAHUIO U IOCTPOCHUIO CETEN Nepeaadyy AJaHHBIX;

- MOJYYCHHUC TIPAKTUYCCKUX HABLIKOB

[I0 MHCTAUIALUU, HAcTPOWKE M YIPABICHHUIO CETEBOIO

o0opynoBaHuIo Ha mpuMepe obopynoBanus pupmsl Cisco.

2. Ilepeyens opMupyeMBbIX KOMIIETeH M

OcBocHue AUCHUIIJIMHBI HAITPABJICHO Ha (bOpMI/IpOBaHI/Ie [$1($91474:0)11170,€ KOMHGTGHL[I/Iﬁi

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHIIMHN

I/IHILI/IKaTOpBI JOCTHIXKCHHUA KOMIICTCHIIMH

VYK-2 Cnocoben onpenensite Kpyr 3a1a4d B
paMKax IMOCTaBJICHHOM LIEH U BEIOHPATh
OIITHMAJIbHBIE CITIOCOOBI UX PELICHUS, UCXO/IS 3
JEHCTBYIOIMX ITPABOBBIX HOPM, UMEIOIIUXCS
PECYPCOB U OTpaHUYCHUI

VYK-2.1 ®opmynupyeT COBOKYHMHOCTh B3aWMOCBSI3aHHBIX
3aJa4 B paMKax I[IOCTaBJIEHHOW  1enu  paboThl,
o0ecreynBaroInX ee JIOCTH)KEHHE. Ormpenenser
OKUJaeMbl€ PE3YyNbTaThl PEIIEHHUS TOCTABICHHBIX 3a]1a4

YK-3 CnocoGeH ocymecTBIsSTh COLMATBHOE VYK-3.1 CmocobeHn  ycTaHaBiuBaTb  pasHble  BUJBI
B3aUMOJICHCTBHE U PEATN30BBIBATh CBOIO POJIb B |KOMMYHHKALIUH (yuebnyto, Hay4HYIO, JIETIOBYIO,
KOMaH/Ie He(OopMaIIbHYIO U Jp.)

OIIK-2 Cnocoben ucnonb3oBarh coBpemeHnbie |OIMTK-2.1 Criocoben MIPUMEHSTh COBPEMEHHBIE

MH(OPMAIIMOHHBIE TEXHOJIOTUU H
HporpaMMHBIE CPEICTBA MIPU PELICHHUH 33124
npodecCHOHAIBHON IeSTeIBHOCTH, COOTIoas
TpeboBaHus HHPOPMAIIMOHHOHN 0€30MacHOCTH

BBIYHMCIIMTEIEHYI0 TEXHHKY M CEpBUCHI ceTH MHTepHET B
obnactu (cdepe) npodeccnoHaNTbHON AEITETBHOCTH

OIIK-3 Crioco6eH cocTaBisITh U 0QOpMIIST
Hay4HbIC U (UJIM) TEXHUYECKHE
(TEeXHOIOTHYECKUE, MHHOBAITMOHHBIC) OTICTHI
(my6nuKanym, MPOeKTHI)

OIIK-3.1 3Haer ocHOBHBIE TpaBwiIa OGOPMIICHHS HAYYHBIX
MyOIMKAMi U HAYYHO-TEXHUYECKOH TOKYMEHTalWH, B TOM
YHUCIE€ C MCHOJIb30BAaHMEM MPUKIAJHOTO IPOrPAaMMHOTO
o0ecrneyeHus

OIIK-4 CriocobeH ocymiecTBiIsITh cOOp U
00pabOTKy HayYHO-TEXHUYECKOHN U (MJIIH)
TEXHOJIOTHYECKOH MH(OPMAIIUK ISl PELICHHS
(yHIaMEHTAIBHBIX U MPHUKIIAJHBIX 3329

OIIK-4.1 Bnameer MerogaMM HAay4yHOTO TIOMCKA H
MHTEJUICKTYaJbHOTO aHalu3a MH(GOPMAIMM IIPU PELICHUH
3a1a4 npodeccuoHaNbHON AEATEIbHOCTH

OIlK-4.4 Bnageer HaBbIKaMU pabOTHl C KOMIBIOTEPOM H
KOMITBIOTEPHBIMH CETSAMH C IEIbIO MMOTYYCHUS, XPAaHCHHUS U
00pabOTKM HAy4YHOW (TEXHHUYECKOW, TEXHOJIOTHUYECKOM)
uHpopMannun

[1K-2 CnocoGen aHanu3upoBaTh MOTyYCHHBIE B
X0ZIe HayYHO-HUCCIIEI0BATEIBCKON pabOThI
JAHHBIE U JIeTIaTh HayYHbIE BHIBOJIBI
(3aKTrOUeHMS)

[1K-2.3 Cnioco0eH npencTaBiATh HayYHbIE YTBEPKACHUS, HX
000CHOBaHMS M J10Ka3aTeNbCTBA, HAYYHbIE NMPOOIEMBI M MX
pelleHUs] SCHO M TOYHO B TEPMUHAX, MOHATHBIX IS
mpoeCCUOHANBHON ayTuTOpUU, B MHUCHMEHHOH M YCTHOW

dhopme

[1K-3 CnocoOeH BbIOMpaTh U MPUMEHSATH
noaxozsiee 000py10BaHHE, HHCTPYMEHTHI U
METO/IbI UCCIIEIOBAHUH IS PELICHHS 3a]1a4 B
M30paHHON IpeAMETHOM 00IacTH

[IK-3.1 3naer npuHOMIIEI PabOTHI M JHana3oHbl paboumx
apaMeTpoB MCIOIb3YEMOT0 HAyYHOTO 000pyI0BaHUS




3. IlepeyeHb NIAHMPYEMBIX Pe3yIbTATOB 00yUeHHUs! N0 AUCHMILINHE (MOLYJII0)
B pesynbrare 0CBOHUS AUCLUIIMHBI 00y4alOIINeCs JOIKHbBI
3HAThb!

- AnmapaTtHoe o0ecreyeHne epcoHaNIbHOTO0 KOMITBIOTEPA,;
- OIlepallIOHHbIE CUCTEMBI;
- IBOMYHOE NPEACTaBICHNE JaHHBIX;
- IPUHIIMIIBI CBSI3M U OOMEH JJAHHBIMU B JIOKQJILHON MPOBOIAHOM CETH;
- CTPYKTypa ceTH MHTepHeT 1 MPpUHLIUIIBI 0OMEHa JaHHBIMU MEXIY y3JIaMu B ceTu MHTepHeT;
- cxeMa MOJKJIIoueHus K MIHTepHeTy yepe3 ocTaBLIMKa yCIIyT;
- cereBbIe ycrpoicTBa B NOC;
- BUJIbl, XapaKTEPUCTUKU U MAapKUPOBKA CETEBBIX KaOelel 1 KOHTaKTOB;
- cereBas anpecanus. [P-agpeca u macku monceru. Tumnst [P-agpecos u metons! ux nomyuenus. DHCP;
- MHOTOYypoBHEBast Mozenib OSI 1 ceTeBble IPOTOKOIIBI,
- 0eCTpOBO/IHBIE TEXHOJIOTHH U JIOKAJIbHBIE CETH;
- Yrpo3bl 0e30MacHOCTH B JIOKaJTbHOH KOMITBIOTEPHOU ceTH. MeTo/Ibl aTak M MOJUTHKA 0E30IacHOCTH.
MeskceTeBble 3KpaHbl. Borpockl 6e30macHOCTH, akTyallbHbIE AJ1s1 IPOBaiICPOB;
- OCHOBHBIE CETEBbIE CIIyKObl. ApXHUTEKTypa KIHEHT-cepBep. IP-cepBUCH M NpUHIMIBI MX PabOTHI
OnexrponHas noura. Ciryxx6a qomeHHbIX uMeH DNS;
- apXUTEKTypa U Bo3MOkHOCTH crcteMbl Cisco [0S;
- OCHOBHBI€ ITPOTOKOJIBI MAPIIPYTHU3ALIH;
- crpykrypa [P-agpecanus B JIBC;
- Tparcisinust agpecoB NAT u PAT;
- 6azoBble HacTpoliku Mapuipytusaropa Cisco ISR. Hacrpoiika Cisco ISR B SDM, ¢ ucnonb3oBaHueM
10S CLI;
- 6a3oBbie HacTpoiiku kommyTaropa Cisco Catalyst 2960;
- MEXaHU3MBI PE3EPBHOIO KOIIMPOBAHUS U aBAPUHHOTO BOCCTAHOBJICHHUS B CETH.
YMETh!

- DBBHIIONHATE YCTaHOBKY TIEPCOHAIBHOTO KOMIIBIOTEpA, BKJIIOYAs OIEPALIOHHYIO CHCTEMY,
nHTep(deiCcHbIE MIaThl U IepudepuiiHbIe YCTPOHCTBA;
- TPOCKTUPOBATh W YCTAHABIMBATH JOMAIIHIOK CETh WM CETh MAJIOTO TPEINPHITHS, a TaKKe
MOAKIKOYATh €€ K IHTEepHeTY;
- BBITIOJIHATH TIPOBEPKY U YCTPAHSITh HETIOJAIK! CETH U TOIKII0OYeHUs K IHTepHeTY;
- obecrieurBaTh OOIIMIA TIOCTYI HECKOJIBKMX KOMITBIOTEPOB K CETEBLIM pecypcam ((aiinam, mpuHTEepam
H Ip.);
- BBIBIIAITH M YCTPAHATH YTPO3bl O€30MaCHOCTH JJOMAIIHEH JIOKaJIbHOM KOMITBIOTEPHOH CETH;
- HaCTpamBaTh M MPOBEPSATH PacIpoCcTpaHeHHbIe HTEepHET-NPUIIOKECHNS;
- HacTpauBarb 0a3oBbie IP-cepBrCH ipy oMoy rpadgudeckoro natepdetica OC;
- YCTaHaBIIMBATh U HAacTpauBath ycrpoiicTBa ¢ cuctemoit Cisco [OS® mis moaximoueHus k MHTepHETY
U K cepBepaM, a TAK)Ke BBITIOJIHATH MOUCK M yCTPAHEHNE HEMONA0K;
- IPOEKTUPOBATH 0a30BYIO POBOIHYIO HHOPACTPYKTYPY IS MOAICPIKKH CETEBOTO TpaduKa;
- obecrieunBarh noakiaoueHue K ceth WAN ¢ MCHONBb30BaHUEM CEPBUCOB TEIEKOMMYHHMKAITMOHHBIX
KOMIIaHUI;
- BBITOJIHATH a/IeKBaTHBIE MPOLETYyPbl BOCCTAHOBIICHHUS TIPH aBapUsAX U OCYIIECTBIISATh PE3CPBUPOBAHUE
cepBepa;
- KOHTPOJIMPOBATh MPOU3BOJUTEIBHOCTh CETH U BBISBIATH COOH;
- BBISBISITh M YCTPaHSATh HEMOJAIKU C WCIOIb30BAaHHEM CTPYKTYPHPOBAHHOH MHOTOYPOBHEBOIA
HPOLEAYPHI.

BIIAJICTh!
- Co3maHue M HACTPOWKH OIHOPAHTOBOI CETH, KOMITBIOTEPHOH CETH C TOMOIIBI0 MaplIyTH3aTopa,
0ecIpOBOTHOM CETH;
- CO3JJaHMUE MOJICETEeH U HACTPOWKH OOMEHa TaHHBIMU;
- YCTAaHOBKM M HACTPOMKHU CETEBBIX YCTPOMCTB: CETEBBIX IUIAT, MapLIPyTH3aTOPOB, KOMMYTAaTOPOB U
ap.;
- HCIIOJb30BaHMSA OCHOBHBIX KOMaHJ JUIS TPOBEPKM IOAKIIOUEHUS K VIHTepHETY, OTCIeKHBAaHH
CETEeBBIX MMAKEeTOB, NapameTpoB [P-anpecarmm;
- MOHTa’ka Kabesel «BuTast mapa» 1 MOJKII0YEHHE KOMITBIOTEpa K CETH;
- HACTPOHMKM OE30MaCHOCTH KOMITBIOTEPHOH CeTH;
- IONCKA U YCTPaHEHUs MPoOIeM B KOMIBIOTEPHBIX CETSIX, UX 00CITYKHBaHUS,;
- OTCJIC)KMBAHMS TAKETOB B CETH M IIPOCKTUPOBAHUS CETEBBIX OpaHIMayd>pOB.



4. Conep:xkanne TMCUMIIMHBI (MOAYJIs1), CTPYKTYPHMPOBAaHHOE 1O TeMaM (pa3jesiaM) ¢ yKazaHueM
OTBEJeHHOI'0 HA HUX KOJIMYeCTBA aKaJeMHYeCKUX YacoB 1 BH/I0B YUeOHbIX 3aHATHH

4.1. Paznenbl tuctMIInHbI (MOIYJIS) U TPYAOEMKOCTH IO BUAAM yUEOHBIX 3aHATHH

TpynoeMKOCTh O BUJaM YUeOHBIX 3aHATHI, BKIIIOYAs
CaMOCTOSTENIbHYIO padoTy, Jac.

No Tema (pazmen) TUCITUTUIHHEL
Jlextiun | Cemunapsr | JlaGopat. paGoOTHI Camoct.
pabora
1 bazoBas Hactpoiika ycTponcTB 1 3
2 [IpuHIMIB KOMMYyTAITUH 1 3
3 Ceru VLAN 1 3
4 Mapmpytuzanus mexxay cetssmu VLAN 1 3
5 STP 2 3
6 EtherChannel 2 3
7 DHCPv4 2 3
8 [Mpuanunst padotet SLAAC u DHCPv6 2 3
9 [punnunet pabotst FHRP 2 4
10 HpI/IHL[I/IHIzI obecrieueHus 06e30MaCHOCTH ) 4
JIOKaJIbHOHN CeTH
1 Hactpoiika mapamerpoB Oe3omacHOCTH > 4
KOMMYTaTopa
12 |IIpunanumns pabotet WLAN 2 4
13 |Konuduryparms WLAN 2 4
14 |[IpuHIMIIBI MapUIPyTH3ALUU 2 4
15 |Craruueckas [P-mapmpytusarius 2 4
Ilouck u  ycTpaHeHME  HENONAJOK,
|6 |cBA3aHHBIX co CTaTUYECKUMHU ) 4
MapmpyTaMyd M Mapuipyramu IO
YMOITYaHHIO
17 | Texymmii koHTpOsIB Nel 2 4
18 [punanunser OSPFv2 mns ogHOM 06nacTu 2 4
19 Hacrpoiika OSPFv2 s onHo# obmactu 2 4
20 [Ipunuuner obecrieueHus: 0e30MaCHOCTU 5 4
ceTH
71 [IpuHLMDBI CO3MaHUs CIIUCKOB KOHTPOJIS ) 4
JoCTyma
Crucku KOHTPOJIA JOCTyma B
22 koH(urypamusx [Pv4 2 4
23 NAT g IPv4 2 4
24 |lIpuanmmnsl paboter WAN 2 4
25  |[Ipunnmmnst pabotel VPN u [Psec 2 4
26  |IIpunnmmst paboter QoS 2 4
27 | YmpaBieHue ceTsIMU 2 4
28  |IIpoexTtupoBanue cereit 2 4
29 Ilouck u ycrpaHeHue HENOJAl0K B CETH; ) 4
OTJIaJIKa CETH
30 |Bupryanusanus ceTH 2 4
31 ABTOMAaTH3AaINS CETH 2 4
32 |Texymmii koHTpOsIb Ne2 2 4
Hroro yacos 60 120




IToaroTroBka K sK3aMeHy 0 yac.

Oobmas TpynoEMKOCTb 180 gac., 4 3au.ex.

4.2. Cogep:xaHue IUCHUILTUHBI (MOIYJIsl), CTPYKTYpUPOBAHHOE 110 TeMaM (paszeiam)
Cemectp: 5 (Ocennuit)
1. ba3oBas HacTpolika yCTpOKCTB

1.1. IlepBoHadanmpHas HACTpPOHKa KOMMYyTaTopa

1.2. Hactpolika nopTOB KOMMYyTaTopa

1.3.  VYaaneHHslil 3alIUILIEHHBIA TOCTYH

1.4. Hactpolika OCHOBHBIX IApaMETPOB MapuIpyTHU3aTOpa

1.5. IIpoBepka CBSA3HM MEXAY NOAKIIOYEHHBIMHU HANPSAMYIO CETIMHU

2. ITpyHIUIIBI KOMMYTALUK

2.1. Tlepecsinka kagpoB
2.2. KoMMyTallMOHHbIE JOMEHBI

3. Cetu VLAN

3.1.  O0630p BUPTYaIbHBIX JOKAIbHBIX CETEH

3.2. BuptyasbHbI€ JTOKaJbHbBIE CETH B Cpelle C HECKOJIbKUMHI KOMMYTaTOpaMH
3.3. HacTtpolika BUPTyaJIbHOH JIOKAJIbHOW CETH

3.4. Maructpanu BUPTYaJIbHBIX JIOKAJIbHBIX CETEN

3.5. [unamudeckuii npotokon Tpankunra (DTP)

4. Mapuipytuzanusa Mmexxay cersimu VLAN

4.1. IlpuHUMITBI MApIIPYTHU3ALKUN MEKAY BUPTYATbHBIMH JOKAaJIbHBIMHU CETIMHU

4.2. Hacrpoiika MapmpyTH3anuyd MeXIy BUPTYaJIbHBIMH JIOKQIGHBIMH CETIMH Ha 0ase
koH(uUTrypanuu router-on-a-stick

4.3. MapuipyTuzanus MeXAy BHPTYyaJbHbIMU JIOKAJIBHBIMU CETSIMM C HCIOJIb30BAHUEM
MHOTOYPOBHEBBIX KOMMYTaTOPOB

4.4. IlpoOnemsbl C MOAKIIOYEHUSIMH MEXIY BUPTYAIbHBIMU JIOKATbHBIMH CETSIMH
5.STP

5.1. Haznauenue mpotokona STP

5.2. punuunst padotsr STP

5.3. Osomouus STP

6. EtherChannel

6.1. Ipunuuns: padotsr EtherChannel

6.2. Hactpoiika EtherChannel
6.3. Tlowuck u ycrpanenue npobinem B padore EtherChannel




7. DHCPv4

7.1.  Tpunnunst padorst DHCPv4
7.2. Hactpoiika cepsepa DHCPv4
7.3. Hactpoiika knmuenta DHCPv4

8. [Ipunnumnet padotsl SLAAC u DHCPv6

8.1. SLAAC u DHCPv6
8.2. Hacrpoiika DHCPv6

9. llpuntune padotsl FHRP
9.1. PesepBupoBaHu€ MEPBOTO CErMeHTa
10. TTpunnuIel 0OecneueHus 6€30MaCHOCTH JIOKAIBHOU CETH

10.1. be3omacHOCTh OKOHEYHBIX YCTPOWCTB
10.2. KoHTpomns noctyma

10.3. Yrpo3sl 6e301acHOCTH HA YPOBHE 2
10.4. Araka Ha Tabmuiry MAC-agpecoB
10.5. Araku Ha JOKaJIbHYIO CETh

11. Hactpoiika nmapaMeTpoB 6€30MaCHOCTH KOMMYTaTopa

11.1. ObGecneueHne 6e30MACHOCTH TTOPTOB

11.2. OrtpaxeHue aTak Ha BUPTyaJIbHbIE JIOKATbHBIE CETH
11.3. Orpaxenue atak yepe3 DHCP

11.4. Ortpaxenue atak yepe3 ARP

11.5. Orpaxenue atak uepe3 STP

12. TTpuanumnet padboret WLAN

12.1. Bsenenue B TEXHOIOTUN OECITPOBOTHOMN CBSI3U

12.2. KoMmoHeHTHI 6eCIIpOBOHBIX TOKATBLHBIX CETEH
12.3. TIpuHiuns! paboThl 6eCIIPOBOHOMN JIOKAILHOMW CETH
12.4. Tlpunnunst pabotst CAPWAP

12.5. VYupapieHue kaHallaMu

12.6. Yrpo3ssl asi 6eCPOBOAHBIX JIOKANBHBIX CeTel

12.7. beszomnacHOCTh OECIPOBOHBIX JOKAJIbHBIX CETEH

13. Koudurypamms WLAN

13.1. Hactpoiika 6ecripoBOIHBIX JIOKAIBHBIX ceTel JUTsl yaaleHHbIX 00BbEKTOB
13.2. Hactpoiika KOHTpOJIIEPOB OECIPOBOAHBIX JIOKAIBHBIX CeTel

13.3. Tlowmck u ycTpaneHue npoodiieM ¢ 6ecrpoBOIHBIMH JIOKAITBHBIMU CETSIMHU

14. IlpyuHOUTIBI MApUIPYTHU3AIUU

14.1. ®dyHKUMOHATHHBIE BOZMOXXHOCTH MapIIPyTU3aTOPOB



14.2. Tlepechblika MaKeTOB OT UCTOYHHUKA OOBEKTY HA3HAUCHUSI
14.3. OcHoBHbIE TapaMeTphl MapIIPyTHU3ATOPA

14.4. Tabmuna IP-mapmipytuzamum

14.5. JluHaMuyeckas v cTaTMYecKas MapIipyTH3aIHs

15. Cratuueckas [P-mapuipytuzanus

15.1. Hactpoiika cTaTuyecKux MapuIpyToB JIs nepecbuiku [P-nakeTos

15.2. HacTtpoiika cTaTH4eCcKUX MapIIpyToB JUIs epecbuliky [P-akeToB mo ymomyaHuio
15.3. HacTpoiika miaBammux CTaTHYECKUX MapuIpyTOB

15.4. Hactpoiika cTaTH4eCKUX MapIIpyTOB XOCTOB

16. Ilouck u ycTpaHeHue HENOJIaJ0K, CBA3aHHBIX CO CTATUYECKUMU MapIIpyTaMy U MaplIpyTaMH 110
YMOITYaHHIO

16.1. OOpaboTKa NakeTOB C HCIIOJIb30BAHUEM CTATHUYECKUX MapIIPYyTOB

16.2. [lonck u ycTpaHeHue mpobiaeM ¢ KOHQUTypanuend cTarudeckux MapmpytoB [Pv4 u
MapipyToB [Pv4 o ymomuanuio

17. Texymmii koHTpoIb Nel
PyGesxHbIit koHTpOIH Nel
Cemecrtp: 6 (Becennuit)
18. Mpunanuner OSPFv2 anst ogHo#t 06nactu

18.1. OcobGennoctu u xapakrepuctuku OSPF
18.2. Ilakerst OSPF
18.3. IMpunnunst padotst OSPF

19. Hactpoiika OSPFv2 st omHOM obnacTu

19.1. Hnentudukarop mapmpyruzaropa OSPF

19.2. Ceru OSPF tuna «rouxa-Touxar»

19.3. Ceru OSPF ¢ MHOXXECTBEHHBIM 10CTYTIOM

19.4. WMsmenenune OSPFv2 s ogHoli o6nactu

19.5. PacnpocTtpaHeHre MapIipyTa o yMOJTYaHHUIO
19.6. IIposepka paboret OSPFv2 nnst ognolt obnactu

20. [TpuHnHIE! 0becreueHus: 0€30MMaCHOCTH CETH

20.1. Texymmii ypoBeHb KHOEPOE30ACHOCTH

20.2. 3710yMBIIUIEHHUKH

20.3. WHCTpyMEHTHI 37I0yMBIIIUIEHHUKOB

20.4. Bpenonocnoe I10
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5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJIl OCYLIeCTBJIECHHS 00pa30BaTEILHOIO
npouecca 1no JUCHUILInHE (MOIYJII0)

Ha naGopatopHbIX 3aHATUSIX UCTIONB3YIOTCS KOMITBIOTEPHAS Cpeia JUIsl MPOSKTUPOBAHUS,
MOJIETTUPOBaHUs pabOTHI U aHalIN3a KOMITBIOTepHBIX ceTell - Packet Tracer.

J71st KOHTPOJIA ¥ KOPPEKIIUU 3HAHUH HCTIONb3yeTC KOMIIbIOTEPHBIE TECThI, B TOM YHUCIIE C
ucronb3oBanueM Packet Tracer.

B mporecce camMmocTosTeNnsHON pabOThl 00YYaIOIIUMUCS UCIIOIB3YIOTCS BBINIETIEpEUNCIICHHAS
JIUTEpaTypa U UHTEPHET PECYPCHI.

6.IlepeyeHnb pekoMeHAYeMOM JIUTEPATYPHI



OcHoBHas nuTeparypa

1. Komnbtotepnsie cetu [Texcr] = Comput / D. Tanenbaym, J[. Yazepounn ; mep. ¢ aHm. A.
I'pebenbroBae[yuebnuk st By3oB] - CII6IIurep,2015

JomnonHutenbsHas auTeparypa

1. KoMIbI0TEepHBIEC CETH: IPUHIIUIIBI, TEXHOJIOTUH, IPOTOKOJBI, y4eOHOE ITOCOOHe /IS BY30B : PEK.
M-BomM obOpazoBanus u Hayku PO /B. I. Omudep, H. A. Onudep. Cankr-IlerepOypr, [Tutep, 2019

7. llepedyenn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHMKAIMOHHOI ceTH ""UHTEepHeT" , HEOOXOTUMBIX
JJIS OCBOCHUSI JUCUHMILIUHBI (MOLYJIs1)

1. Y4yeOHble MaTepuabl pa3MeIIeHbl Ha CEpBEpPE U JOCTYIHBI CTYACHTaM IO CETH.
https://www.netacad.com/ - caliT ceTeBoil akageMH, COIEPKUT CCHUTKA Ha MHOXKECTBO JAPYTHX
pecypcoB.

8. IlepeyeHb HHPOPMALMOHHBIX TEXHOJIOTHIi, HCIIOJIb3yeMbIX NPH OCYLeCTBJICHUU 00Pa30BaTeJIbHOI0
npouecca o JHCHUIIMHE (MOIYJII0), BKJIIOYAs NepedeHb He00X0ANMOro NpOrpaMMHOro odecrnedyeHnst
1 MH(POPMAIHOHHBIX CIIPABOYHBIX CHCTeM (IPH HEOOXOAUMOCTH)

VYueOHas TUCIUIUTMHA 00ecTieueHa MIEKTPOHHBIM YIeOHO-METOJHYECKIUM KOMIICKCOM, KOTOPBIN
JOCTYIEH CTYAEHTaM M BKIIIOYAET CIJICTYIONINe KOMITIOHEHTHI:

* lHTepaKTUBHBIN yuyeOHHK 110 BCEM TeMaM Kypca, COepKaLIUi aHUMAallMOHHBIE U BUICOPOJINKH,
KOMITBIOTEPHBIE TECTHI, MyIBTHMEINITHbIC IPAaKTHYCCKHIE 3a1aHUs;

* KommbrorepHast cpea st IpOeKTUPOBAHMUS, MOJICITMPOBAHHS Pa0OTHI M aHAJIH3a KOMITBIOTEPHBIX
cereii Packet Tracer;

» MeTonuiecKkie peKOMEH/IAIMHN 110 BHIMTOJIHEHHUIO JTA00paTOPHBIX padoT B BUPTyaIbHOM cpene - Packet
Tracer;

* lHTepakTUBHBIC TECTHI,

* MeToanveckne peKOMEHIaINH IO BHITIOIHEHHIO JTA00PAaTOPHBIX PadOT ¢ pealbHbIM 000pyIOBaHUEM

9. MeToauyeckue yKazaHusi AJis1 00y4arOIIMXCs 10 OCBOCHUIO U CHUIIMHBI (MOIYJIs1)

MeToaudeckue Marepuaibl, ONPEICNISIONINE TPOIeIyPhl OICHUBAHWS 3HAHWN, YMEHHWM, HAaBBIKOB H
(mnm) ombITa ACSITEIHPHOCTH

[IpoBepka MpakTUYECKUX HABBIKOB, TEOPETHUYECKUX 3HAHWH M yMEHWH JIOJDKHA OCYIIECTBISITHCS MO
pe3yapraraM TEKYIIEro W MPOMEKYTOUYHOTO KOHTPOJIS 0€3 CHEeNHAbHBIX OMPOCOB B KOHIIE CEMECTpA.
Eciu otnensHBIM cTyfneHTaM TpeOyeTcs JOMOTHHUTENbHAS MPOBEPKA, TO OHA MPOBOAMTCS C TIOMOIIBIO
VHIUBUYaJTbHBIX TEOPETHUYSCKUX W MPAKTHUYECKUX 3aJlaHUi U JIaDOPATOPHBIX padOT, aHAIIOTHYHBIX
TEM, KOTOPbIE UCTIONB3YIOTCS B TEKYIIIEM M MIPOMEXKYTOUHOM KOHTPOJIE.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

10 HANPABJIEHUIO: IIpuknagaple MaTeMaTHKa U (pU3NKa
npopuJib NOArOTOBKHU: PaanorexHuka 1 KOMIIBIOTEPHBIC TEXHOIOTUU
Oustex-mkona Paguorexuuku nu Komnerorepubix TexHonoruii
kadempa paarodIeKTPOHUKHY U PUKIIATHOW HH()OPMATHKN
KYpC: 3
KBaJupuKaAnus: OaxanaBp

Cemectpbl, HOpMbI IPOMEIKYTOUHON ATTECTAIMH:
5 (ocennwuii) - 3auer

6 (Becennwii) - luddepeHnnpoBaHHbIN 3aUeT

Pa3paborunk: AJL Jluneun, KaHA. TEXH. HAYK, JOLEHT, JOLICHT



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kon 1 HauMeHOBaHME KOMIIETEHIINH NHIuKaToOpbl JOCTHKEHNUS KOMIIETEHIINH
YK-2 CriocoGen onpenensite Kpyr 3a/1a4d B VYK-2.1 ®opmynupyer COBOKYIMHOCTb B3aUMOCBS3aHHBIX
paMKax OCTaBJICHHOM LENH U BBIOMPATh 3aJad B paMKax  IIOCTaBJIEHHOW  wenu  paboTsl,
OINITHMAJIbHBIE CIIOCOOBI UX PELICHUs, UCXO U3 |00eCTIeUNBAIOLINX ee JOCTHKEHHUE. Omnpenenser

JEHCTBYIOIIMX NPABOBBIX HOPM, HMEIOIIUXCS  |0KHUAAEMBIE PE3yJIBTaThl PEHIEHUS TOCTABIECHHBIX 3aa4d
PECYPCOB ¥ OTpaHUYEHUI

YK-3 Crnocoben ocyniecTBIsITh COIMANBEHOE VYK-3.1 CmocobeHn  ycTaHaBiuBaTh  pasHbie  BHJBI
B3aMMOJICHCTBHE U PEaTM30BbIBATH CBOIO POJIb B |KOMMYHHKALIUN (yuebnyto, Hay4HYIO, JIEJIOBYIO,
KOMaHj1e He(OopMalILHYIO U JIp.)

OIIK-2 Cnocoben ucnonb3oBars copemennsie |OITK-2.1 Criocoben MIPUMEHSATh COBPEMEHHEBIE
MH()OPMALMOHHBIE TEXHOJIOTUHU U BBIYMCIIMTEIBHYIO TEXHUKY M CEpBUCHI ceTH VHTepHeT B
MpOrpaMMHBIE CPEJICTBA IIPH PeLIeHUH 3a1ad  |obnactu (cdepe) npodeccHoHaNbHOMN AesITeTbHOCTH

poheCCUOHATBHOM JIeITENILHOCTH, COOTIOnas
TpeboBaHUg MHOOPMAIIMOHHOW OE30TIaCHOCTH

OIIK-3 CriocobeH cocTaBisTh U 0HOpMIIATH OIIK-3.1 3Haer ocHOBHbIE MpaBuiIa O0GOPMIICHUS HayYHBIX
Hay4HbIE U (WIN) TEXHUYECKUE MyOJIMKaUi U HAyYHO-TEXHUUYECKON TOKyMEHTAaluH, B TOM
(TexHONIOTNYECKUE, MTHHOBAL[MOHHBIC) OTYETHl  |YHCIIE C KCIIOIB30BAaHUEM MNPHUKIAJHOIO MPOrPaMMHOIO
(TmyOnuKanum, mMpoeKThI) obecrnieueHust

OIIK-4.1 Brmageer weTromaMu Hay4HOrO TIOMCKa |
WHTEJUIEKTYyaJlbHOTO aHaln3a WHGOpMalWU MpH PELICHUN

OIIK-4 CriocobeH ocymecTBIsITh cOop 1 9
3aj1a4 MpodeCcCHOHANBHOM JeATeIbHOCTH

00pabOTKy HAYYHO-TEXHUYIECCKOH U (VITH)
TEXHOJIOTUYECKON MH(POPMAIHH /ISl PEIICHUS
(byHIaMEHTAIBHBIX M IIPUKJIAJHbIX 33134

OIIK-4.4 Bnageer HaBbIKaMu pabOTHl C KOMIIBIOTEPOM H
KOMIIBIOTEPHBIMU CETAMU C LIEJbIO NOJyUEHUsI, XpaHEHUs U
00pabOTKM Hay4yHOUW (TEXHHYECKOW, TEXHOJOTHYECKOMN)
nHpopMaIun

[MK-2.3 CrniocobeH npencTaBisTh HayuyHbIC YTBEPKICHUS, UX
000CHOBaHMS M J0Ka3aTelIbCTBA, HAYYHBIE MPOOJIEMBI U HX
pelieHnss SCHO W TOYHO B TEPMHUHAX, IOHATHBIX JUIs
npoeCCHOHANBHON ayTUTOPUH, B NHUCBMEHHOH M YCTHOU

dopme

[MK-2 CriocobeH aHanu3upoBaTh MOTyUYCHHBIE B
XO0JIe HayYHO-HCCIIEe0BATENLCKON paObOThI
JIAHHBIC U J€J1aTh HAyYHBbIC BHIBOJIBI
(3aKITrOUCHMS )

[MK-3 CriocobeH BbIOMpATh U IPUMEHSTh IMK-3.1 3naer npuHIOHMILEI PabOTHI M JHANa3oHbl pabounx
noaxozsiee 000py10BaHHEe, HHCTPYMEHTBI M |[TapaMETPOB HCIIOIB3YEMOT0 HayYHOTO 000pYy/IOBaHUS
METO/Ibl HCCIJICIOBAHUM IS peIlieHHs 3a/1a4 B
n30paHHON MTPEIMETHOM 00JIacTH

2. Iloka3are i OLleHUBAHUS KOMIIeTeHITHH

B pesynbrare usyuenus pucuuiuinabl «Jlaboparoprs nHOOKOMMYHUKAIIMOHHBIX TEXHOJIOTUIY 00yUYaoLIHiics
JIOJKEH:

3HATb:




- AnmapaTtHoe o0ecreueHne epCoHaNIbHOTO0 KOMITBIOTEPA,;
- OTIEPAILlIOHHbIE CHCTEMBI;
- IBOMYHOE NPEACTaBICHNE JaHHBIX;
- IPUHIIMIIBI CBSI3K M OOMEH JJAHHBIMU B JIOKQJILHON MPOBOJAHOM CETH;
- CTpyKTypa cet HTepHeT U NMpUHIKITE 00MEHa TaHHBIMU MEXTy y3JIaMH B ceTu MHTepHeT;
- cXeMa MOJKJIIoYeHus K IHTepHeTy uepe3 mocTaBIluKa yCIyT;
- cereBbIe ycrpoicTBa B NOC;
- BUJIbl, XapaKTEPUCTUKU U MAapKUPOBKA CETEBBIX KaOelel U KOHTaKTOB;
- cereBas anpecanus. [P-agpeca u macku monceru. Tumnst [P-agpecos u meTons! ux nomydenus. DHCP;
- MHOTOYpoBHEeBast Mozenib OSI 1 ceTeBble IPOTOKOIIBI;
- 0eCTpOBOIHBIE TEXHOJIOTHH U JIOKAJIBHBIE CETH;
- Yrpo3bl 0E30MacHOCTH B JIOKaJTbHOH KOMITBIOTEPHOU ceTH. MeTojIbl aTak M MOJUTHKA 0E30IacHOCTH.
MeskceTeBble 3KpaHbl. Borpockl 6e30macHOCTH, akTyallbHbIE AJ1s1 IPOBAHICPOB;
- OCHOBHBIE CETEBbIE CIIyKObl. ApXHUTEKTypa KIHEHT-cepBep. IP-cepBuCH M NpUHIMIBI X PabOTHI
OnexrponHas noura. Ciryxx6a qomeHHbIX uMeH DNS;
- apXUTEKTypa U BO3MOXKHOCTH cucteMbl Cisco [0S;
- OCHOBHBI€ ITPOTOKOJIBI MAPIIPYTHU3ALIH;
- crpykrypa IP-agpecanus B JIBC;
- rparcisinust agpecoB NAT u PAT;
- 6azoBble HacTpoliku Mapuipytusaropa Cisco ISR. Hacrpoiika Cisco ISR B SDM, ¢ ucnonb3oBaHueM
10S CLI;
- 6a3oBble HacTpoiiku kommyTaropa Cisco Catalyst 2960;
- MEXaHU3MBI PE3EPBHOTO KOIIMPOBAHMS U aBAPUHHOTO BOCCTAHOBJICHHS B CETH.
yMeThb:
- DBbImonHATE yCTaHOBKY MNEPCOHAIBHOTO KOMIIBIOTEpPA, BKIIOYAs ONEPALMOHHYIO CHCTEMY,
nHTepdeiCcHbIE MIaThl U IepudepuiiHbIe YCTPOHCTBA;
- TPOCKTUPOBATh W YCTAHABIMBATH JOMAIIHIOK CETh WM CETh MAJIOTO TPEANPHITHS, a TaKKe
MOAKIIOYATh €€ K THTEepHeTY;
- BBITIOJIHATH MIPOBEPKY U YCTPAHSITh HETIOJAaIKU CETH U TONKII0YeHUs K IHTepHeTy;
- obecrieurBaTh OOIIMIA TOCTYI HECKOJIBKHX KOMITBIOTEPOB K CETEBLIM pecypcam ((aiinam, mpuHTEepam
H Ip.);
- BBIBJIAITH M YCTPAHATH YTPO3bl O€30MaCHOCTH JJOMAIIHEH JIOKaJIbHOM KOMITBIOTEPHOH CETH;
- HaCTpamBaTh M MPOBEPSATH PacIpoCTpaHeHHbIe HTEepHET-NPUIIOKECHNS;
- HacTpauBarb 0a3oBbie IP-cepBrCcH ipu oMoy rpadgudeckoro natepdetica OC;
- yCTaHaBIMBAaTh U HacTpauBaTh ycTpoiicTa ¢ cucteMoi Cisco IOS® st nopkmouenus k Marepuery
U K cepBepaM, a TaK)Ke BBIIOJIHATH MOUCK M yCTPaHEHNE HEMONAI0K;
- IPOEKTUPOBATh 0A30BYIO MMPOBOAHYIO HHPPACTPYKTYPY AJIS MONACPKKH CETEBOTO Tpaduka;
- obecrieunBarh noakioueHue K ceth WAN ¢ MCHONBb30BAaHUEM CEPBHCOB TEIEKOMMYHHMKAIIHOHHBIX
KOMIIaHUI;
- BBITOJIHATH a/IeKBaTHBIE MPOLETyPbl BOCCTAHOBIICHHUS TIPH aBapUsIX U OCYIIECTBIISATh PE3CPBUPOBAHUE
cepBepa;
- KOHTPOJIMPOBATh IPOU3BOJUTEIBHOCTh CETH U BBISBIATH COOH;
- BBUIBISITh M YCTPaHATh HENOJAIKA C HCIOJIB30BAaHHUEM CTPYKTYpPUPOBAaHHOH MHOTOYpPOBHEBOM
HPOLEAYPHI.
BJIA/IeTh:
- Co3manue W HACTPOMKH OAHOPAHTOBOW CETH, KOMIIBIOTEPHOW CETH C IMOMOILBI0 MapIlyTH3aropa,
0ecIpOBOTHOM CETH;
- CO3/1aHUE MOJICeTe U HACTPOUKKM OOMEHa JaHHBIMU;
- YCTAaHOBKM M HACTPOMKHU CETEBBIX YCTPOMCTB: CETEBBIX IUIAT, MapLIPyTH3aTOPOB, KOMMYTAaTOPOB U
Ap-;
- HCIIOJBb30BaHMSA OCHOBHBIX KOMaHJ JUIS TPOBEPKH IOAKIIOUEHUS K VIHTEpHETY, OTCIeKHBAaHHS
CETEBBIX MTAKETOB, MapameTpoB IP-anpecanuy;
- MOHTa’ka Kabesel «BuTast mapa» 1 MOJKII0YEHHE KOMITBIOTEpa K CETH;
- HACTPOMKH 0€30IMacCHOCTH KOMIILIOTEPHOMN CETH;
- IONCKA U YCTPaHEHUs MPoOIeM B KOMIBIOTEPHBIX CETSIX, UX 00CITYKHBaHUS,;
- OTCIIC)KMBAHUS TIAKETOB B CETH U MPOEKTHUPOBAHUS CETEBBIX OpaHIMay3pOB.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylIeMy KOHTPOJII0



Texy1uii KOHTPOJIb YCIEBAEMOCTH OCYLIECTBIIETCSI HA OCHOBE MPOBEPKH BBIMOIHEHUS MPAKTHYECKUX
3aJaHui 1 JJaOOPaTOPHBIX PaloT, a TaK)KE HA OCHOBE HMHTEPAKTUBHBIX KOMIIBIOTEPHBIX TECTOB, KOTOPHIC
coziepKaT KOHTPOJIbHbBIE BOMPOCH! MO KaXKI0M M3ydaeMoil TeMe M JOJDKHBI OBITh CHIaHbI CTyACHTaMU
(cnymarensiMu) B Xo€ y4eOHOTO MepHUoa.

IIpumeps! KOHTPOIBHBIX BOIIPOCOB:

B 4yem ominume agpecanuii ceTeBOro M KaHaJIbHOTO YPOBHEH?

KakoBbl pyHKIIUHM TPAHCIIOPTHOTO YPOBHS?

Kaxue nosns B 3aronoske cermenTa aBistrores: oomumu st TCP u UDP?

B kakux cnyuasix ucnonb3oBanue mnpotokoina UDP npennoururenshee, yem TCP?

Haiitn broadcast address mis moacerm kommbiorepa ¢ anpecom 192.168.99.149 wu  mackoit
255.255.255.224

B xaxoit mojiceTn HaxoAUTCS KOMIIBbIOTED ¢ aapecoM 167.88.99.185 u mackoit 255.255.255.224?

Kak ¢ nomousto traceroute onpenensiercs MapuipyT ClI€0BaHUs [1aKeTa B CETU?

Kak neiictByror yerporictBa Ethernet mpu BO3HUKHOBEHUH KOJUTH3HIA?

s ero ucnonsiyercst Address resolution protocol (ARP)?

B uem paznuuue Mexry METPUKON U aMUHUCTPATUBHOM TUCTAHINEH?

Kak nmocTtynaer MapuipyTH3aTop ¢ MakeToM, aipec KOTOPOro OTCYTCTBYET B TaOIHIIE MAPIIPyTHU3AIMN?

Bam 3amano ckoH(urypupoBath Ha 5 wHTepdelcax Ballero MaplipyTH3aropa CICAyIONIUe ajapeca:
10.8.114.25/22, 10.8.100.99/20, 10.8.104.99/24, 10.8.77.33/19, 10.8.117.21/30. Bo3MOxHO 11 3TO?
Ecnu Hert, TO mouemy?

[Ipocymmupyiite  ciemyiomme cetd (HalAMTE HAaWMEHBIIYIO CETh, BKIIOYAIOLIYI0  BCE
Hwkenepeunciennse): 10.100.200.0/23, 10.100.192.0/21, 10.100.204.0/24, 10.100.190.0/23.

Kak mnocrymaer kommytarop Ethernet c¢ d¢peiimom, aapec KOTOpOro OTCYTCTBYeT B TaOIuIle
KOMMYTaluu?

Kak kommytarop Ethernet ctpout Tabnuiy xommyTtanuun?

B 4yem ominumne MetonoB kommyTanuu “‘cut-through” u “store-and-forvard”?

Kaxue nonst mo6asinsitotest u/minu n3MeHstores B 3aronoske Ethernet va Tpanke 802.1q7?

Uro Takoe KOPHEBOH MOPT KOMMYyTaropa?

MOoXeT JIn KOMMYTaTOp UMETh HECKOJIBKO KOPHEBBIX TMOPTOB?

Kakum 00pa3oM KOMMYTaTopsl ONPENENsIOT, KOTOPBIN U3 HUX JOJKEH ObITh KOPHEBBIM?

B kakux COCTOSHHSIX MOXET HaXOMUThCS HHTEpQEHC KOMMyTaTopa COTIACHO IMPOTOKONIY Spanning
Tree?

B KakuxX COCTOSIHHAX MOXKET HaXOAWThCS HWHTEepdeiic KoMMyTaropa comiacHo mpoTtokony Rapid
Spanning Tree?

Kakue Tumsl agpecos cymectByoT B [Pv6?

Kakue npenmymectsa umeet npotokon [Pv6 nan IPv4 nomumo Gonbiueii paspsaHoctu aapeca?

PyOexnblif koHTpOnb. /{71 OLEHKM KauecTBa YCBOCHHMS 3HAHMM W YMEHMHA NPELyCMOTPEHBI IBa
MPOMEXYTOYHBIX KOHTPOJS, KOTOpBIE IPOBOAATCS B (OpME KOMIBIOTEPHOIO TECTUPOBAHUS U
BBITNIOJIHEHUS] KOMIUIEKCHBIX JTAOOPaTOpHBIX padoT Ha cumyisaTopax. K mpoxoxKaeHuo mpoMeKy TOUHBIX
KOHTPOJIEH JIOMyCKAIOTCS TOJIBKO T€ CTYAEHTHI (CIyLIaTeNH), KOTOPbIe YCHELIHO CAAlIH BCE TEKyIHe
TECTHI U BBIITOJIHUIN BCE TEKYLIUE 3aJaHHUS.

4. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIIPOCOB M TeM JJISI IPOBEAEeHHUA IIPOMEKYTOYHOM aTTecTaluu
o0yvyarommxcst

JlokanbHbIe U TII00ABHBIE CETH, ceTh MIHTEepHET
KonsepruposanHas ceTb

Hacrpolika ceTeBoil onepaliOHHON CUCTEMBI
CereBble IPOTOKOJIbI U CTAHIAPTHI

ITpoToxoms! pu3nIecKoro ypoBHs

Cpena nepenadu JaHHBIX

IIpoToKOIIBI KaHAJIBHOIO YPOBHS

VYnpagieHue J10CTYIIOM K Cpezie Iepeaayy JaHHbIX
[Iporokoxn Ethernet

XN WD =



10. TTportokon paspemenust agpecos (ARP)

11. KommyTaTopsl Uit TOKAJIBHBIX CeTel

12. TIpOTOKOJBI CETEBOTO YPOBHS

13. MapupyTtu3zanus

14. MapuipyTu3aTopsl

15. Hactpoiika mapuipyTusaropa

16. IIpoTOKONBI TPAHCHIOPTHOTO YPOBHS

17. TCP u UPD

18. IP-ampecamus. CereBble anpeca [Pv4

19. Ceresrle anpeca [Pv6

20. IIpoBepka coenuHeHUs

21. Pa3nenenue IP-ceteil Ha noxnceTu

22. Opranuzauusg noacereit cetu [Pv4

23. OcobenHoCTH TIpOeKTHpOBaHus st [Pvo

24. TIpoTOKOIBI YPOBHS MPUIIOKEHUN

25. IlIupoko U3BECTHBIEC CITYKOBI U IIPOTOKOIIBI YPOBHSI MTPHIIOKESHUH
26. Mepsl o obecriedeHn o 0e30MacHOCTH CeTH

27. OcHOBHBIE paboune XapaKTEPUCTHUKU CETH

28. Yrpasnenue aiinamu konpurypamuu [0S

29. BeTpoenHsble ci1y»KObl MapIIpyTH3aIuU

30. KommyTHpyemsble ceTu

31. OcHOBHBIE KOHIEMIIUU KOMMYTAIINH U €€ HacTpoiika

32. bazoBble mapaMeTpbl KOMMYyTaropa

33. be3omnacHOCTh KOMMYTAaTOpa: yNpaBjieHHe U BHEAPEHUE

34. CermeHTalus BUPTyalbHbIX JOKaIbHbIX ceTeil (VLAN)

35. IIpoektupoBaHue U 6€30NMaCHOCTh BUPTYAIbLHBIX JTOKaNbHBIX ceTelt (VLAN)
36. Konuenus MapupyTU3aluu

37. HayanpHas ycTaHOBKa MapIIpyTH3aTopa

38. Pemienus MapuipyTU3aliu

39. Onepanuu MappyTusaTopa

40. Pexomenayembie MeToabl paboTel ¢ VLAN

41. Hactpoiika mapmpytuzanuu Mexay VLAN

42. YcrpaHeHuUe HEMoMa10K MapupyTuzaunu mexay VLAN

43. KommyTarus ypoBHs 3

44. Cratndeckas MapuIpyTH3aus

45. HacTpoiika cTaTHUY€CKHUX MapIIpyTOB  MapIIPyTOB IO YMOTYaHHUIO
46. Anamu3 CIDR u macku nozacetu nepemenHoi JinHb (VLSM)
47. Hacrpoiika o0IInX 1 TIABAIONIUX CTATHYECKUX MapIIpyTOB

48. YcTpaHeHue HeNolIa 0K CTaTHYECKOro MapIpyTa U MapuipyTa 10 yMOIYaHUIO
49. JlunHamMuyecKe MPOTOKOIBI MapIIpyTH3ALUN

50. IIpoTokoaBI MapIIPYTHU3ALMKA HA OCHOBE BEKTOPOB PACCTOSHUS
51. MapmpyTuzamus RIP u RIPng

52. JluHaMuyeckas MapIpyTHU3alys Ha OCHOBE COCTOSIHHSI KaHalla
53. Tabnuiia MapupyTH3AIIH

54. Ilpotoxon OSPF

55. Hacrpoiika npotokona OSPFv2 ¢ oxHoit 061acThio

56. Hacrpoiika npotokona OSPFv3 ¢ oxHoit 061acTsio

57. llpuHnum paboThl CIMCKOB KOHTPOJIS IOCTYTA 0 MpoTokoy [P
58. CrangapTHbIe CTUCKH KOHTPOJIA Aoctyna ams [Pv4

59. PacmmpeHHbIe CIIMCKHA KOHTpOIIA qoctyna ams [Pv4

60. McnpasieHue HEMoIagoK ¢ UCI0JIb30BaHUEM CIIMCKOB KOHTPOJIS 1OCTyIa
61. YcrpaHeHue HEMONa 0K CIIUCKOB KOHTPOJIS JOCTyIa

62. Criucku koHTpoua qoctyna [Pvo

63. DHCP



64. TIIpoTokon TMHAMHYECKON KOH(GUTYpaIuu y3ia v4
65. IIpoTokon TuHAMHYECKON KOH(PUTYpaAIUH y371a vo
66. [IpeoOpazoBanue ceTeBbiX aapecos [Pv4

67. Ipunnun padotsl NAT

68. Hactpoiika NAT

69. Ycrpanenue Hernonaaok NAT

Kpurepun onennBanus
Onenka  "OTIHYHO (1o)" BBICTABIISIETCSI  CTYIEHTY, IIOKa3aBIIeMy BCECTOPOHHUE,
CHUCTEMaTU3UpPOBaHHbIC, [IyOOKHE 3HAaHUS Y4YeOHOW NPOrpaMMbl TUCLMIUIMHBI, MPOSBIAIOMIEMY
MHTEpeC K JaHHOW MPeAMETHOH 001acTH, MPOJEeMOHCTPUPOBABIIEMY YMEHHE YBEPEHHO M TBOPYECKU
MPUMEHSTh UX Ha MPAKTHKE NP PELICHUH KOHKPETHBIX 3aa4, CBOOOJHOE U PaBUIbHOE 00OCHOBaHHE
HNPUHATHIX PELICHAMN.
Onenka "om4HO (9)" BBICTAaBISETCS CTYACHTY, TOKAa3aBIIEMy BCECTOPOHHUE, CUCTEMAaTU3UPOBaHHbIC,
nryOoKHe 3HaHHUS y4eOHOM MPOrpaMMBbl JUCHUILIMHBI M YMEHUE YBEPEHHO NMPUMEHATh X HA MPAKTUKE
MIPH PELICHUH KOHKPETHBIX 3ajiad, CBOOOJHOE U NMpaBUIIbHOE 000CHOBAaHUE IPUHATHIX PELICHUH.
Onenka  "ommuno  (8)" BBICTABIISIETCSL  CTYAEHTY,  IIOKAa3aBUIEMY  BCECTOPOHHME,
CHCTeMaTH3UPOBaHHbIE, ITyOOKHE 3HAHUS y4eOHON MPOrpaMMbl JUCLUIUIMHBI U yMEHHE YBEPEHHO
MPUMEHATh UX HA MPAKTUKE NPU PELICHUH KOHKPETHBIX 3aj]lad, NPaBUIIBHOE 00OCHOBAHME MPUHATHIX
pelIeHni, ¢ HEKOTOPbIMU HEZ0UeTaMu.
Onenka "xopomo (7)" BeICTaBISIETCS CTYACHTY, €CIIM OH TBEPAO 3HAET Marepuai, TPaMOTHO M IO
CYILECTBY M3JIaraeT €ro, ymeeT HPUMEHATh IOJY4YCHHbIC 3HAHUS Ha NPAKTHKE, HO HEAOCTATOYHO
IrpaMOTHO 00OCHOBBIBAET MOITYYCHHBIEC PE3YIJIBTATHI.
Onenka "xopomro (6)" BBICTaBISIETCS CTYAEHTY, €CIM OH TBEPJO 3HAET MarepHall, TpPaMOTHO U TIO
CYLIECTBY M3JIaraeT €ro, yMeeT MPUMEHSITh MOITY4YCHHbIC 3HAaHHUSI Ha MIPAKTUKE, HO JOIMYCKAeT B OTBETE
WIN B PELLICHNH 3a]1a4 HEKOTOPbIe HETOYHOCTH.
Onenka "xopoio (5)" BeICTaBISIETCS CTYIEHTY, €CJIM OH B OCHOBHOM 3HAeT Marepuai, rpaMOTHO H IO
CYILECTBY M3JIaraeT €ro, yMeeT NPUMEHATh NOIy4eHHbIE 3HAHUS Ha MPAKTHKE, HO JIONyCKAaeT B OTBETE
WIH B PELICHUH 3a7a4 JOCTATOYHO OOJIbIIOE KOJMUYECTBO HETOUHOCTEH.
Onenka "ynoBineTBOPHUTEIbHO (4)" BBICTABISIETCA CTYIEHTY, IIOKa3aBIIEeMYy (parMeHTapHBIM,
pa3pO3HEHHBII XapakTep 3HAHUM, HEJIOCTATOYHO IpaBHUJIbHBIE (OPMYIUPOBKH 0a30BBIX MOHITHH,
HapyILIEHUs JIOTHYECKOW MOCTIeI0BATEIIbHOCTH B M3JIOKEHUH IPOTPAMMHOTO MarepHaia, HO MPHU 3TOM
OH OCBOWJI OCHOBHBIC Pa3JieNibl yueOHOW NMpOrpaMMbl, HEOOXOAMMBIE Ul JaJbHEWIIero oOy4eHus, U
MOYKET IPUMEHSTH MOJy4YeHHbIE 3HAaHUA 110 00pa3iy B CTAHJAPTHON CUTYyallnH.
Onenka "ynoBneTBOpHUTENIbHO (3)" BBICTABISIETCA CTYIEHTY, IIOKa3aBIIEMYy (parMeHTapHBIM,
pa3po3HEHHBIH XapakTep 3HaHWM, JONycKarolnlemy OmHOKH B (GOpMyIHpoBKax 0a30BBIX MOHATHH,
HapyIIEHUs] JIOTUYECKOH TI0CIEe0BAaTeIbBHOCTH B H3JIOKEHHHM IPOrPaMMHOIO Marepuaia, ciaalo
BJIaJIeET OCHOBHBIMHU pa3jesiaMH y4eOHO! MporpaMmbl, HEOOXOAUMBIMHE JUIS JaJIbHEHIIEro o0ydeHus U
C TPYZIOM IIPUMEHSIET [TOJyYCHHbIE 3HAHUS AaKe B CTAHAAPTHOW CUTYalHH.
Onenka "HEyHOBIETBOPUTENHHO (2)" BBICTABISIETCS CTYIEHTY, KOTOpPBIA He 3HaeT OoJsbLIed YacTu
OCHOBHOTO COAEp)KaHUs y4eOHOH IporpaMMbl JUCHMIUIMHBI, JOMyCKaeT rpyOble OmMOKH B
(hopMyIIMpOBKaxX OCHOBHBIX MPHUHIMUIIOB H HE YMEET HCIIOJIb30BaTh MOMyUYEeHHBIE 3HAHUS MIPH PELICHUU
THUIIOBBIX 33/a4.
Onenka "HeymoBnerBoputenabHO (1)" BbICTaBIf€TCS CTYHOCHTY, KOTOPBIH HE 3HAET OCHOBHOTO
cozep)kaHusl y4eOHOH MporpaMMbl IUCLUILTUHBI, JOIycKaeT rpyOeiimne ommOKd B (HOPMYTUPOBKAX
0a30BBIX MOHATUH JUCLUIUIMHBI U BOOOIIE HE HMMEET HABBIKOB DPEIICHHUS THIOBBIX MPAKTHYECKHX
3ajay.

5. MeTonuueckune MaTepuasbl, onpeaeasonie Npoueaypsbl OeHUBAHUA 3HAHUI, YMEeHH i, HABBIKOB H
(W1M) oNbITA AESITEILHOCTH

Bo Bpems mpoBenenus aunddepeHunpoBaHHOro 3auéra OOydaloOLIMEecsT MOTYT IOJb30BaThCS
NpOrpaMMOM JUCLHUIUIMHBI, a TakXe CIPaBOYHOM JIMTEPATYPON, BBIYMCIUTEIBHON TEXHUKOM,
KOHCIIEKTaMH JICKIIHH.
HuddepeHumrpoBanHbIi 3a4€T MPOBOJUTCS MYyTEM OPraHU3alMH CHEUHUAIBHOTO ONpOca, IPOBOAUMOTO
B MMUCHMEHHOU (hopme.



